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Section |: Introduction

The AccuRoute Server Installation and Integration Guide contains instructions on installing and configuring the
AccuRoute Server v3.01, an enterprise application. It is written for Systems Administrators with detailed knowledge
of Windows operating system and the LAN.

This section includes:
Introduction to AccuRoute (I-1)

Built-in features for AccuRoute Server (1-2)

Clients and specialized integrations (1-3)

Deployment summary (1-4)

Related documentation (1-4)

Introduction to AccuRoute

AccuRoute is Omtool's award-winning document-handling platform that captures, converts and distributes paper and
electronic-based documents enabling fast, secure, simultaneous distribution of data to multiple destinations in
multiple formats. Using AccuRoute, an organization can deliver information faster with more efficient workflows
while reducing cost, complexity and risk.

About Omtool

Omtool, Ltd. is a leading provider of document handling solutions that simplify the integration of paper and electronic
documents in enterprise information management systems. Omtool solutions are used worldwide by businesses in
document-intensive industries that demand secure handling, integration and tracking of documents in full compliance
with a range of regulatory requirements.

Scalability and automated failure

AccuRoute is a highly scalable enterprise application that can be deployed in organizations of all sizes. Its robust
server-client architecture supports distributed workloads, versatile throughput and unmatched document
distribution capabilities using numerous delivery systems and methods. Moreover, AccuRoute supports automated
failover. In case of a system failure on the AccuRoute Server, automated failure promises seamless recovery using a
standby server.

With smaller workloads, the AccuRoute Server can suitably perform all the functions required for document
distribution. As an organization grows, the AccuRoute Server workload can be distributed or completely off-loaded
using one or all of the following components:

. Object Archive database - A remote system hosting the Object Archive database. (Go to Section
8: Installing ObjectArchive.)
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. Remote Administrator - A remote system hosting Omtool Server Administrator, the management
application for AccuRoute. (Go to Section 9: Installing Remote Administrator.)

. Remote AccuRoute Compose Component (Composer) - A remote system hosting a
Composer, which performs document conversion tasks. (Go to Section 10: Installing Remote
Composer.)

. Remote Modem Server - A remote system hosting a Modem Server. (Go to Section | I: Installing

Remote Modem Server.)

. Remote Embedded Directive Manager component - A remote system hosting the Embedded
Directive Manager component. (Go to Section |12: Installing Remote Embedded Directive Manager.)

. Remote AccuRoute Connector for DMS Libraries - A remote system hosting an AccuRoute
Connector for DMS Libraries (Go to Installing Remote AccuRoute Connector for DMS Libraries on
13-1.)

. Remote AccuRoute Intelligent Device Client - For installation and configuration instructions,
see (Go to Section [4: AccuRoute Intelligent Device Client.)

. Secondary server - A secondary system in a failover configuration. (Go to Appendix A: Setting up an

AccuRoute Server cluster.)

To purchase additional connectors or components, contact an Omtool Sales representative. For contact information,
see Omtool Support and Sales.

Built-in features for AccuRoute Server

The AccuRoute Server has the following built-in features:

. Centralized administration - You can manage an AccuRoute Server using the Omtool Server
Administrator, a snap-in for Microsoft Management Console. After you connect the Omtool Server
Administrator to your AccuRoute Server in the LAN, you can:

» Monitor message processing

» Troubleshoot errors

» Manage the server connectors

» Modify the configuration of server components

» Manipulate rules for handling inbound and outbound messages
» Manage user permissions and feature access.

. Automated self-maintenance - You can manage the databases of the AccuRoute Server using the
Maintenance component. You can configure the Cleanup feature of the Maintenance component to
remove messages and billing entries from the message database after a specified length of time. You
can also configure the Archive feature to copy messages to an archive database and remove the
messages and the billing entries from the archive after a specified length of time.

. Customized document workflow - You can create rules to determine how the AccuRoute Server
will process inbound and outbound messages. The rules are highly configurable and can be manipulated
to achieve specific results.
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Configurable user permissions and feature access - You can create users and configure user
permissions in the Omtool Server Administrator. The collection of user records determine the access
privilege of each user to AccuRoute Desktop, Omtool Web Client, and Approval. (Approval is a
configurable feature that results in a user’s messages being reviewed or approved before they are
sent.) The user default configuration applies globally to users who do not require special permissions
or feature access.

Clients and specialized integrations

AccuRoute features are accessible where the users need them most—on desktops, the web, office machines,
multifunction devices and business systems that are an integral part of the communication workflow.

AccuRoute includes desktop and intranet-based applications for:

Multifunction devices and business systems - Omtool is a premier provider of software
solutions complementing the hardware solutions offered by leading manufacturers of multifunction
devices and business machines such as Hewlett Packard, Sun Microsystems and Ricoh Corporation,
Sharp Electronics Corporation, and Xerox Corporation.

This partnership has allowed Omtool to join the esteemed HP Platinum Partner Program in 2007.
Omtool is also the winner of the Ricoh and Sun Java Solutions Developer Challenge in 2006. Omtool
has also become a premier provider of software solutions that complement the hardware solutions
offered by these highly successful companies with established global presence.

Note AccuRoute Server v3.01 does not support HP Chai Device Client. If you are using Chai and are upgrading to
AccuRoute v3.01, download HP® OXPd Device Client vI.4. For download, installation and configuration
instructions, consult the HP OXP v|.4 installation and integration guide.

Document and records management systems - AccuRoute integrates with leading document
and records management solutions including

CA MDY FileSurf, EMC® Documentum®, HP TRIM, Hyland® OnBase®, Autonomy iManage
WorkSite, Open Text Document Management (formerly Hummingbird DM), Microsoft® SharePoint®,
World Software WORLDOX®, Xerox® DocuShare, iManage RecordsManager, Iron Mountain
Accutrac® and Open Text LegaIKEY®.

Note At the time of release, Open Text Document Management (formerly Hummingbird DM) did not support 64bit
environments. The work around is to install a Remote DMS Connector and Remote AccuRoute Administrator
for setup and configuration of this dms.

Additionally, Omtool has developed unique systems for streamlined document routing: Omtool™
ObjectArchive™, FileShare, MyFolder, and Single Page Image Files.

Cost management systems - AccuRoute integrates with Control Systems Copitrak®, Equitrac
Professional® and nQueue® Billback iA Cost Recovery interfaces.
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. Litigation support systems - AccuRoute can distribute documents to litigation support systems.
For example: CT Summation, FTI® Ringtail™ and LexisNexis® Concordance®.

For more information on these and other Omtool integrations, contact Omtool Sales.

Deployment summary

To deploy AccuRoute Server:

| Complete the installation requirements using the guidelines in Section 2: Requirements (2-1)

2 Install the AccuRoute Server using instructions in Section 3: Installing the AccuRoute Server (3-1)

3 Perform required configurations. For instructions, see Post installation configurations (4-1)

4 Set up Microsoft Exchange integration if required. For instructions, see Section 5: Exchange integration
(>-1)

5 Set up Domino/Lotus Notes integration if required. For instructions, see Section 6: Notes integration
(6-1)

6 Set up SMTP integration. For instructions, see Section 7: SMTP integration (7-1)

Set up other server-side related features such as:

» Remote Administrator

» Remote Composer

» Remote Modem Server

» Remote Embedded Directive Manager

» Remote AccuRoute Connector for DMS Libraries
» Remote AccuRoute Intelligent Device Client

» Object Archive

Additionally, you must set up the AccuRoute Web Client or the AccuRoute Desktop Client where registered users
can create Embedded Directives. Consult the AccuRoute v3.01 documentation page which has links to AccuRoute
Desktop, AccuRoute Web Client and all other related documentation for AccuRoute Server v3.01.

Use the Omtool Server Administrator to monitor system failures and to troubleshoot workload bottlenecks.

Related documentation

A complete list of related documentation is available online at: http://www.omtool.com/documentation/accuroute/
v3.01/documentation.htm.
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Section 2: Requirements

Before you can install the AccuRoute Server on a system, you must configure the system. This section discusses
hardware and software requirements for AccuRoute Server v3.01 and the required configurations needed on the
server.

This section includes:

Hardware and software requirements (2-1)

Additional software requirements for a local Composer (2-3)

Additional installation requirements (2-4)

Creating Omtool service account (2-5)

Creating AccuRoute Admins group (2-6)

Configuring Distributed COM permissions (2-6)
Configuring 1IS when installing AccuRoute Server on Windows 2008 systems (2-8)

Configuring IIS to run 32-bit applications (2-9)

Configuring Microsoft.Net (2-9)
Enabling 32-Bit ASPNET (2-10)
Disabling UAC permissions (2-10)

Enabling Integrated Windows Authentication (2-1 1)
Configuring Omtool service account permissions for Exchange (2-13)

Configuring Omtool service account permissions for an Exchange Virtual Server (2-15)

Installing a Microsoft SOL application on the AccuRoute Server (2-16)

Disabling Internet Explorer Enhanced Security Configuration component (2-26)

Enabling 8.3 Name Creation on NTFS Partitions (2-27)

Hardware and software requirements

The AccuRoute Server installation requires a dedicated system that meets the following minimum requirements:
a Windows NT domain computer that always runs in the same domain and is not a domain controller

a Dual core processor; 2 GHz; 4GB of RAM; RAID 5W with 100 GB of disk space; DVD-ROM drive; and
Microsoft mouse or compatible pointing device
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Note Omtool recommends using a core for each compose thread that is configured to do OCR. The AccuRoute
Server comes with 4 Compose threads. You can increase the number of threads as needed. Contact Omtool
Sales for more information.

Windows 2008 64 bit, 2003 Standard Edition SP2 64 bit

For Windows 2008 64 bit, you require IS v7. For configuration instructions, see Configuring IIS when
installing AccuRoute Server on Windows 2008 systems.

For Windows 2003 Standard Edition SP2 64 bit, you require IS v 6 with the following components:
Common Files, Internet Information Services Manager, SMTP Service (for AccuRoute Connector for
SMTP which is installed with the server) and World Wide Web Service.

Note In IIS v6.0 or later, configure to allow Active Server Pages. This configuration is located in the Web Service
Extensions node in the IIS console tree.

Windows Active Directory - AccuRoute v3.01 can only be installed in Windows Active Directory
environment. All server security and authentications are dependent on the Active Directory
authentication.

Disabled Internet Explorer Enhanced Security Configuration (Windows Component).

If this component is enabled, you cannot install AccuRoute Server v3.01. After you disable the
component, reboot you system before proceeding with the server installation. For instructions on
how to verify that the component is disabled, see Disabling Internet Explorer Enhanced Security
Configuration component (2-26)

Microsoft .Net Framework 3.0 - this is required to install SQL Express 2005 and AccuRoute Connector
for ExchangeX

Configure IIS to run 32-bit applications - For instructions, see Configuring IS to run 32-bit applications
(2-9)

Configure Microsoft.Net - this is only required if you are planning to install AccuRoute Web Client onto
the same server system. For instructions, see Configuring Microsoft.Net (2-9)

Exchange 2003 System Manager (for Microsoft Exchange Server integration only)

Important Exchange Server 2003 does not run on 64 bit systems. Omtool has qualified this environment with the
AccuRoute Connector for Exchange 2003 running remotely on a 32bit system within the environment.

Exchange 2000 is no longer supported.
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The AccuRoute Server and the Exchange server must be running the same version of this application.
When updates and service packs are applied to the Exchange server, they must be applied to the
AccuRoute Server also.

Important For Exchange 2010, 2007, the Exchange server must have a Foreign Connector specified with FAX address
type. For general information on Foreign Connector, see http://technet.microsoft.com/en-us/library/
22996779.aspx. For information on how to create a Foreign Connector, see http:/technet.microsoft.com/en-us/
library/aa996397.aspx. For information on “Set-ForeignConnector” cmdlet to modify an existing foreign
connector, see http://technet.microsoft.com/en-us/library/bb123789.aspx.

Notes v5.x / v6.x /v6.5 client (for Notes integration only)

Note Do not run any other enterprise application on the AccuRoute Server system.

Microsoft Internet Explorer 7
Acrobat Reader 7.0 or later

Internet connection

Additional software requirements for a local Composer

The AccuRoute Server setup automatically installs a local Composer on the AccuRoute Server. You can also install
a Remote Composer if needed. For installation instructions, see Installing Remote Composer (10-1).

The Remote Composer must have one of the following applications along with Microsoft Word. For example, if you
are planning to use Crystal Reports for compose, it must be installed on the compose server.

a

a

Microsoft Visio 2007 for *.VSD and *.VDX message attachments.
Crystal Reports v10.0 or earlier for *.RPT message attachments

Microsoft Office 2007 for *.DOC, *.DOCX, *.PPT, * PPTX, *.XLS, and * XLSX message attachments
(recommended)

Important Visual Basic for Applications is required for PowerPoint document conversion. You must install this component
for PPT and PPTX document formats to compose successfully on the AccuRoute Server. If this component is
not installed, and you try to compose a PowerPoint document, you will get an error.

Microsoft Word 2007 for *.DOC Routing Sheet templates
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Important After you instal Microsoft Word, you must open a Word document and register the software. You must also
verify that pop ups do not appear to ensure successful composition of messages in the AccuRoute Server.

Note Routing Sheet templates are provided in *.DOC and *.OMTPL format, and these templates can be edited in
Word and WordPad respectively. If * DOC templates are used, then Word is required on the Composer
because the Composer converts all * DOC Routing Sheet templates using Word. The Composer cannot be
configured to use any other conversion method. For more information on Routing Sheet templates, consult the
AccuRoute Desktop installation guide. Go to Related documentation on |-4.

If multiple versions of an application are deployed in the LAN, the most recent version must be installed on the
Composer. For example, if Office 2007 and 2003 are deployed, then Office 2007 must be installed on the Composer-.

An item is required only if the Composer must be able to convert the documents associated with the application.
For example, if Microsoft Office is not deployed in the LAN, the requirement does not apply.

Additional installation requirements

An AccuRoute Server installation also requires the following:

a

a

a a a Q

AccuRoute Server installation DVD

Omtool service account. For instructions on how to create the Omtool service account, see Creating
Omtool service account (2-5)

Windows user account that belongs to the local Administrators group. For instructions on how to
create this group, see Creating AccuRoute Admins group (2-6)

AccuRoute Server license key
Windows installation DVD or access to the Windows setup on a network share
Configuring DCOM. For instructions, see Configuring Distributed COM permissions (2-6)

Configuring 1IS on Windows 2008 system. For instructions, see Configuring lIS when installing
AccuRoute Server on Windows 2008 systems (2-8)

Configuring Omtool service account for Exchange.

Note This is required only if you are integrating with Exchange environment.

For instructions, see Configuring Omtool service account permissions for Exchange (2-13). If you have
an Exchange Virtual server, see Configuring Omtool service account permissions for an Exchange
Virtual Server (2-15)
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a Installing MS SQL application. For instructions, see Installing a Microsoft SOL application on the
AccuRoute Server (2-16)

a Fax boards/modules that has been installed, configured, and tested. This is required only for an
AccuRoute Server that supports faxing. For information on fax board installation, consult the:
The modem installation and configuration guide.

a Verifying the NtfsDisable8dot3NameCreation registry value is set to 0

You must enable 8.3 Name Creation on NTFS Partitions to allow Ghostscript to work with long
filenames or with spaces / odd characters in the filename during conversion. In case your system does
not have the registry key set to 0, you must manually enable the key and set the value to 0. For

instructions, see Enabling 8.3 Name Creation on NTFS Partitions (2-27).

Optionally, you can turn Windows firewall off. Turning the firewall off will allow exceptions for the mmc.exe and the
DCOM port (135).

. If you do not wish to turn the Windows firewall off, keep the firewall on and allow the DCOM port
(135) and mmc.exe.

. If the firewall is on, and you do not allow the DCOM port (135) and mmc.exe, you will get the
following message when you try to open the Omtool Server Administrator after installing the server:
0x800706ba) The RPC server is unavailable.

Creating Omtool service account

The Omtool service account is a dedicated Windows user account that is designed to run Omtool services on the
AccuRoute Server.

Important Omtool recommends that you do not change this account or the password associated with it.

The Omtool service account user

a Must belong to Domain Users group in the domain where the AccuRoute Server is being installed
a Must belong to local Administrators group on the system where the AccuRoute Server is being installed
a Must have a password that never expires

You can create or select a Windows user account as the Omtool service account. For instructions on creating
Windows user accounts, consult Windows help.
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Creating AccuRoute Admins group

The AccuRoute Admins group consists of all AccuRoute users who run the Omtool Server Administrator (either on
the AccuRoute Server or on a Remote Administrator). These AccuRoute users must have Distributed COM access,
launch, and configuration permissions on the AccuRoute Server.

To create an AccuRoute Admins group:

| Go to Active Directory or LDAP. Locate the domain where the AccuRoute Server is being installed.

2 Create a group for Omtool Server Administrator users. Name this group AccuRoute Admins.

3 Add all AccuRoute users who will run the Omtool Server Administrator to the AccuRoute Admins
group.

4 Log in to the system where the AccuRoute Server is being installed using an account that belongs to

the local Administrators group.
5 Add the AccuRoute Admins group to the local Administrators group.

When you need to add additional users to run the Omtool Server Administrator, you can add them to the
AccuRoute Admins group.

Configuring Distributed COM permissions

The following users and groups require Distributed COM access, launch, and configuration permissions on the
AccuRoute Server:

. Omtool service account user
. AccuRoute Admins group
. SYSTEM group on the AccuRoute Server
. INTERACTIVE group on the AccuRoute Server
Tip SYSTEM and INTERACTIVE are built-in accounts that are not visible in the list of local users and groups. SYSTEM

is a group for Windows services that are configured to run in the local Windows security context.
INTERACTIVE is a group to which the current local Windows user is automatically added.

©2012 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.



AccuRoute Server Installation and Integration Guide

Section 2: Requirements

Configuring DCOM permissions on Windows 2008 and on
Windows 2003

10

To configure DCOM permissions on Windows 2008 and on Windows 2003:

Log in to the system where you will install AccuRoute Server using the login credentials of the local
Administrators group.

Run dcomcnfg. The Component Services console opens.
Go to the console root, expand COMPONENT SERVICES.

Expand COMPUTERS. Go to the details pane, right-click MY COMPUTER, select PROPERTIES. The
Properties page opens.

Go to COM SECURITY.

Configure access permissions:

Go to the Access Permissions section.

Click EDIT DEFAULT. The Access Permission page opens.

Verify that the Omtool service account user has Local Access and Remote Access permissions
enabled. If necessary, add this group to the list.

Verify that the AccuRoute Admins group has Local Access and Remote Access permissions
enabled. If necessary, add this group to the list.

Verify that INTERACTIVE and SYSTEM have Local Access and Remote Access permissions enabled.
If necessary, add these groups to the list.

Click OK.

Configure launch permissions:

Go to Launch and Activation Permissions section.

Click EDIT DEFAULT. The Launch Permission page opens.

Verify that the Omtool service account user has Local Launch, Remote Launch, Local
Activation and Remote Activation permissions enabled. If necessary, add this group to the list.

Verify that the AccuRoute Admins group has Local Launch, Remote Launch, Local Activation
and Remote Activation permissions enabled. If necessary, add this group to the list.

Verify that INTERACTIVE and SYSTEM have has Local Launch, Remote Launch, Local Activation
and Remote Activation permissions enabled. If necessary, add these groups to the list.

Click OK.
Click ApPLY, OK, and right click MY COMPUTER in Component Services.
Select STOP MS DTC, then select START MSDTC.

Close Component Services.
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Required COM permissions for remote AccuRoute Intelligent Device Client

When performing a typical AccuRoute Server installation, the AccuRoute Intelligent Device Client is installed by
default. No separate installation of the client is necessary. For custom installations, the installer can un-check the
AccuRoute Intelligent Device Client option from the list of components to install.

If you need to install the AccuRoute Intelligent Device Client on a separate system, you must configure the following
DCOM permissions for the Anonymous_User user.

NV 0O N 6N 1 AW N

o

To give Anonymous_Logon COM permissions:

Login to the system where you will install the AccuRoute Server using an account that belongs to the
Administrator.

Click START > CONTROL PANEL > ADMINISTRATIVE TOOLS > COMPONENT SERVICES.

In the console, expand COMPONENT SERVICES > COMPUTERS.

Right click MY COMPUTER and select Properties from the drop down menu.

Click COM SECURITY.

In the Access Permissions section, click EDIT LIMITS. The ACCESS PERMISSION page opens.
For user Anonymous_logon, select LOCAL ACCESS and REMOTE ACCESS permissions.
Click OK to close the page.

In the Launch and Activate Permissions section, click EDIT LIMITS. The Launch Permissions
page opens.

For user Anonymous_logon, select LOCAL LAUNCH, REMOTE LAUNCH, LOCAL ACTIVATION
and REMOTE ACTIVATION permissions.

Click OK and then OK to close the Properties page.

Configuring IIS when installing AccuRoute Server on

Windows 2008 systems

To use AccuRoute Intelligent Device client on a Windows 2008 system, you have to add role services.

To add role services:

Log on to the system where AccuRoute Server is being installed using an account that belongs to the
local Administrators group.

Click START > ALL PROGRAMS > ADMINISTRATIVE TOOLS > SERVER MANAGER to open the
Server Manager console.

Click ROLES, then under the Web Server (lIS) section, click ADD ROLE SERVICES in the details
pane.

The ADD ROLE SERVICES page opens.
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4 At the top level check off the following:

. CoMMON HTTP FEATURES (INSTALLED). Check all options underneath this option.
. APPLICATION DEVELOPMENT. Check all options underneath this option.

. SECURITY (INSTALLED). Check all options underneath this option.

MANAGEMENT ToOLS (INSTALLED). Check all options underneath this option.

Click NEXT, then INSTALL.

Close the page when installation is complete.

Click FEATURES and then click ADD FEATURES in the details pane. The Add Features page opens.

Check the following option: SMTP SERVER

VO 0O N o n

Click NEXT and then click INSTALL.

10 Close the page when installation is complete.

Configuring lIS to run 32-bit applications

To configure IS to run 32 bit applications:
| Open a command prompt, and enter:

cscript.exe C:\InetPub\adminscripts\adsutil.vbs set W3SVC/AppPools/
Enable32bitAppOnWine4 1

2 Press ENTER.

For information on related command to switch modes, see http://support.microsoft.com/kb/894435.

Configuring Microsoft.Net

To register asp.net in 32 bit mode:
| Open a command prompt, and enter:
C:\Windows\Microsoft.net\Framework\v2.0.50727\aspnet regiis.exe -1i

2 Press ENTER.

Note This registration in only required for installing the AccuRoute Web Client.
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Enabling 32-Bit ASP.NET

Important This configuration is required for Device Manager and/or AccuRoute Web Client installing on Windows 2008
system where AccuRoute Server is also installed.

In addition, you must also disable UAC permissions. For instructions, see Disabling UAC permissions (2-10).

o 1 AW N

To enable 32-Bit ASP.NET

Right click MY COMPUTER and select MANAGE.

Navigate to ROLES>>WEB SERVER (1IS)>>INTERNET INFORMATION SERVICES (11S) MANAGER.
In the CONNECTIONS pane, select system name and click on APPLICATION PooLs.

In ACTIONS pane click on “SET APPLICATION PooL DEFAULTS...”.

In the Application Pool Defaults page, set ENABLE 32-BIT APPLICATIONS to True.

Click OK to save your changes.

Disabling UAC permissions

Important This configuration is required for Device Manager and/or AccuRoute Web Client installing on Windows 2008
R2/Windows 2008 systems where the AccuRoute Server is also installed.

If you plan to use the Device Manager or use AccuRoute Web Client v3.01 on a Windows 2008 R2/Windows 2008
system where the AccuRoute Server is also installed, you must disable UAC before installing AccuRoute Web Client.
In addition, you must also enable 32 Bit ASP.NET. For instructions, see Enabling 32-Bit ASPNET (2-10).

Windows 2008 R2

To disable UAC:

In the system where AccuRoute Server will be installed, open the Control Panel and go to User
Accounts.

Click CHANGE USER ACCOUNT CONTROL SETTINGS.
Move the slider down to NEVER NOTIFY.

Click OK to save your changes.
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Windows 2008

To disable UAC:

1 In the system where AccuRoute Server will be installed, open the Control Panel and go to User
Accounts.
2 Select TURN USER ACCOUNT ON OR OFF option.

In the page that opens, un-check the USE USER ACCOUNT (UAC) TO HELP PROTECT YOUR
COMPUTER option.

&% Turn User Account Control On or OFf H[=]

&)

G\_} |52, - User Accounts ~ Turn User Account Control On or OFf -
| -

Turn on User Account Control {UAC) to make your computer more secure

User Account Contral (UAC) can help prevent unauthorized changes to your computer. We recommend that you leave
UAC turned on to help protect your computer.

[T use User Account Control (UAC) to help protect your computer

I

4 Click OK to save your changes.

5 Restart your system so that the changes you made take effect.

Enabling Integrated Windows Authentication

Note This registration in only required for installing the AccuRoute Web Client.

AccuRoute Web Client authenticates users based on their Windows logon credentials. The logon credentials are
either passed transparently from the client to the web server or entered manually by the user at the beginning of
each session. The login method depends on how authentication is configured; both methods are described in the
configuration instructions.

Note Windows authentication is required with NTLM authentication. Skip this section for database authentication or
Notes authentication.

Configure Windows authentication on the web server and then configure Internet Explorer on clients.
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Configuring the Web Server

To configure Integrated Windows Authentication on the Web Server:

| Click START > ALL PROGRAMS > ADMINISTRATIVE TOOLS > INTERNET INFORMATION
SERVICES (11S) MANAGER.
2 Expand the server running AccuRoute Web Client. Expand SITES and then expand DEFAULT WEB
SITE.
3 Click the virtual directory for AccuRoute Web Client. (The default name is Omt ocolARWeb.) The
Internet Information Services features view opens in the details pane.
L Application Pools ASP.NET
%] Sites PR N . o A
- Defauit Wb e =0 Y (™ i 2 ‘ij QJ = o
JNET JNET Error MNET MNETProfle  \NETRoles  .NETTrust  .NETUsers  Applicaion  Connection
Authorizati... Compilation Pages Globalization Levels Settings Strings
& B & =
ch ;: g:;‘;:)(mﬁl? Machine Key  Pages and Providers  Session State  SMTP E-mail
@) my New FTP Site 4
ns
- o - -
2 : == g @ 4 & Q2
ASP PRl g] Authpfization CGl Compression Default Directory Error Pages Handler ~ HTTP Redirect
Rules Document Browsing Mappings
i 43 er @ 5
B o= 8 # = §
HTTP IP Address Logging MIMETypes  Modules Output Request  SSLSettings  WebDAV
Respo... and Dom..., Caching Filtering Authei...
Management
Configuration IS Manager
Editor Permissions
4 In the 1IS section, click AUTHENTICATION. The following page opens.

&9 Authentication

Group by: No Grouping
Mame
Anonymous Authentication

Disabled

ASP.NET Impersonation Enabled

Basic Authentication Enabled HTTP 401 Challenge
Digest Authentication Disabled HTTP 401 Challenge
Forms Authentication Disabled HTTP 302 Login/Redrect
Windows Authentication Enabled HTTP 401 Challenge

Verify the ANONYMOUS AUTHENTICATION option is disabled. If not disable the option.

6 Verify the WINDOWS AUTHENTICATION option is enabled. If not, enable the option.

7 Perform an iisreset.

Open a command prompt.

Type iisreset.
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8 Press ENTER.

Configuring Omtool service account permissions
for Exchange

The AccuRoute Connector for Exchange on the AccuRoute Server is a gateway to Exchange, and the Omtool service
account (the logon account for the Omtool Connector Manager service) must have specific permissions. The
procedure for configuring these permissions varies based on the version of the Exchange server.

Exchange 2010, 2007

For Exchange 2010, 2007, permission is needed is access to the drop directory when creating the AccuRoute
Connector for Exchange. For more information on the drop directory, consult Microsoft documentation in http://
technet.microsoft.com/en-us/library/aa996779.aspx.

Exchange 2003

Note If you are installing the AccuRoute Server on a Windows 2003 64 bit system, you must first install and configure
the Exchange 2003 System Manager on a remote 32 bit system. Exchange 2003 does not run on 64 bit systems.

Configuring Exchange System Manager permissions

In the Exchange System Manager, the ShowSecurityPage to be turned on. For instructions, consult the Microsoft
Knowledge Base Article How to enable the Security tab for the organization object in Exchange 2000 and in Exchange
2003.

Configuring permissions for the Omtool service account

The Exchange Administrator must assign to the Omtool service account the role of Exchange Administrator View
Only at the Exchange Organization Level. Omtool service account needs this permission in order to open the
Exchange System Manager in the system running the AccuRoute Server.

To assign the Role of Exchange Administrator View only:

| Login to the system running Exchange System Manager using the login credentials of the Exchange
Administrator.

2 Click START > ALL PROGRAMS > MICROSOFT EXCHANGE > SYSTEM MANAGER.

Right click the EXCHANGE ORGANIZATION LEVEL.
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10

Right click and select DELEGATE CONTROL from the drop down menu. The Exchange
Administration Delegation wizards opens.

Click NEXT.
On Users or Groups page, click ADD.
In the Delegate Control page that opens, click BROWSE.

In the Select Users, Computers or Groups page, browse and select the appropriate user whom
you want to add.

Click OK.

Under Roles in the Delegate Control page, click one of the following administrative permissions:
EXCHANGE FULL ADMINISTRATOR or EXCHANGE ADMINISTRATOR.

The users added are listed in the group.

Configuring permissions to access the mailbox store

o U AW

To configure permissions for the Omtool service account to access the Exchange mailbox
store:

Go to any system where Exchange System Manager is installed and log in using a Windows user
account that is assigned the Exchange Full Administrator role.

Start System Manager and go to Administrative Groups > First Administrative Group >
Servers > [server] > First Storage Group.

Right-click MAILBOX STORE and select PROPERTIES.
Go to the Security tab.
Add the Omtool service account user with Full Control permission enabled.

Click APPLY and then click OK.

Configuring permissions for Routing group

The Omtool service account user must also have Full Control permissions of the Routing Group (requires
ShowSecurityPage). This permission is necessary without which the user cannot create AccuRoute Connector for

Exchange.

Configuring Active Directory permissions

When you configure the permissions for Exchange 2003 as listed in the sections above, the Assign DID and Assign
Profile features of the AccuRoute Connector for Exchange will not work if you are logged in as the Omtool service
account user.

To use the Assign DID and Assign Profile features, you can do one of the following:

Login as a Domain Admin and use the features.

Give the Genifax account the permissions to read and write PROPERTIES (not just objects) in ADSI
edit to the container the users are in like the domain admin has.
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Exchange 5.5

Microsoft has discontinued support for 5.5 and as a result Omtool can no long qualify it with the current shipping
version. You will need to contact Omtool Sales for a quote to qualify this solution and also purchase per incident
support from Microsoft to support us with this qualification.

To contact Omtool Sales, email at sales@omtool.com.

Configuring Omtool service account permissions
for an Exchange Virtual Server

For an environment with clustered Exchange servers, the Omtool service account requires permissions to access the
Exchange Virtual Server.

Note This procedure must be completed before the AccuRoute Server is installed. If the AccuRoute Server has been
installed, consult Knowledgebase article K03225 for information on deleting the AccuRoute Connector for
Exchange in Omtool Server Administrator and then removing the Genifax mailbox from Exchange System
Manager or Exchange Administrator. (Go to Omtool Support and Sales on the inside front cover.)

Important You need to configure permissions to access the Exchange Virtual Server for Exchange 2003 only. No
configuration is needed for Exchange 2007.

To give the Omtool service account permissions to access the Exchange Virtual Server:

| Go to any system where Cluster Administrator is installed and log in using a Windows user account
that belongs to the local Administrators group.

Start Cluster Administrator.

Right-click the virtual server node in the console tree and select PROPERTIES.
Go to the Security tab.

Add the Omtool service account user with Full Control permission enabled.

Click OK.

o 1 A W N
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Installing a Microsoft SQL application on the
AccuRoute Server

The AccuRoute Server utilizes MS SQL database to store and archive messages. It requires access to a SQL 2008 or
2005 or SQL Express 2008 database that can be installed locally or remotely.

Important Microsoft SQL 2000 is no longer supported. If you are using SQL 2000, Omtool requires that you upgrade to
SQL 2005/2008 or SQL Express 2008 prior to upgrading your AccuRoute Server.

If SQL Express 2008 is being used, then it must be installed local to the AccuRoute Server.
Use one of the following SQL database application.

. SQL Express 2008 - This limited Microsoft SQL database application provides the basic database
services the AccuRoute Server needs to maintain its SQL databases. It is licensed as part of the
AccuRoute installation, and it is included on the AccuRoute installation DVD. For installation
instructions, see (Installing SOL Express 2008, 2-16).

Important SQL Express installation requires Microsoft .NET Framework 3.0

. SQL Server 2005/2008 - This comprehensive database application can be installed on:
» the AccuRoute Server
» asystem on the same switch as the AccuRoute Server

When installed on the AccuRoute Server, SQL Server must only service databases for AccuRoute.
Consider that installing an instance of SQL Server on the AccuRoute Server might require the
purchase of an additional SQL Server license. (Go to Installing SQL Server 2005 or 2008 on 2-26.)

Installing SQL Express 2008

If SQL Express 2008 is being used, then it must be installed local to the AccuRoute Server.

You must have administrative rights on the system where you will install SQL Express 2008. We recommend that
you read the Microsoft SQL Server 2008 Release Notes and Readme in its entirety before installing SQL Server 2008
Express.

Requirements:
Prior to installing SQL Express 2008, you may be required to apply the following:
. Microsoft .Net Framework 3.5 SP| on your system

. Windows Installer 4.5 on your system
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To install SQL Express 2008:

1 Log in to the server where the AccuRoute Server is being installed using an account that belongs to
the local Administrators group.

2 Insert the AccuRoute Server installation DVD into a DVD-ROM drive, or go to a network copy of the
AccuRoute Server setup.

3 Go to \Tools\SQLExpress2008 and run SQLEXPR_x64_ENU.EXE. The setup extracts the files and
then shows the SQL Server Installation Center page.

& SQL Server Installation Center = ] |

Planning ;kl Hardware and Software Requirements

Yiew the hardware and software requirements,

Installation

Maintenance Security Documentation

Tools Wiew the security docamentation,

Resources Online Release MNotes

Advanced View the latest information about the release.
Options System Configuration Chedker

Launch a tool to chece for conditions that prevent a successful SQL Server installation.

and identifies issues to fix either before or after you upgrade to SQL Server 2008,

Onling Installation Hep
Launch the online installation documentation.

How to Get Started with QL Server 2008 Failover Clustering
Read instructions on how to get started with SQL Server 2008 failover clustering.

Upgrade Documentaton

il
=% Install Upgrade Advisor
1 Upgrade Advisor analyzes any QL Server 2005 or SQL Server 2000 components that are installed

Yiew the document about how to upgrade to SQL Server 2008 from SQL Server 2000 or SQL Server
2005,

p‘ 5‘51: Server2008
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4 Read carefully all the contents of the page. Then click INSTALLATION on the left pane. The following
page opens.

=]

Planning 3 diiz Mew SOL Server stand-aslone installation or add features to an existing installation
TInstallation . Launch a wizard to install SQL Server 2008 in a non-clustered environment or to add features to an
existing SQL Server 2003 instance.
Maintenance
e = SQL Sery gilover duster installation
ools

Lﬁ Launch a wizard to install a single-node SQL Server 2008 failover duster,

Resources
SR Add node to a SQL Server failover duster

Advanced e ﬁ‘ o

. -,F Launch a wizard to add a node to an existing SQL Server 2008 failover cluster,
Options

Upgrade from SQL Server 2000 or SGL Server 2005
Launch a wizard to upgrade SQL Server 2000 or SQL Server 2005 to SQL Server 2003, Before you
upgrade, you should -un the Upgrade Advisor to detect potential problems.

:Jﬁi Search for product updates

Search Microsoft Update for SQL Server 2008 product updates,

F §“<"j°'L' Server2o08

5 Click the NEW SQL SERVER STANDALONE INSTALLATION OR ADD FEATURES TO AN EXISTING
INSTALLATION option. The setup automatically does a configuration check and shows the result.

14 SQL Server 2008 Setup . =] ]

Setup Support Rules

Setup Support Rules identify problems that might occur when youinstall SQL Server Setup support files, Failures mustbe corrected
befare Setup can continue.

Setup Support Rules Operation completed. Passed: 6. Failed 0. Warning 0. Skipped 0.

Show details >>| Re-run

View detailed report

0K I Cancel Help |
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6 Click OK. The Product Key page opens.

rr}

SQL Server 2008 Setup ] 3
Product Key

Specify the edition of SQL Server 2008 to install.

Product Key Specify afree edition of SQL Server or providea SQL Server product key to validatethis instance of SQL Server

) 2008. Enter the 25-character key from the Microsoft certificate of authenticity or product packaging. If you
e specify Enterprize Evaluation, the instance will be activated with a 180-day expiration. To upgrade from one
Setup Support Files edition to another edition, run the Edition Upgrade Wizard.

7 Click NEXT.

License Terms

To install SQL Server 2008, you must accept the Microsoft Software License Terms.

Product Ke
LicenseTers MICROSOFT SOFTWARE LICENSE TERMS

Setup Support Files

MICROSOFT SQL SERVER 2008 EXPRESS EDITION

These license terms are an agreement between Microsoft Corporation (or based on where you
live, one of its affiliates) and you. Please read them. They apply to the software named
above, which includes the media on which you received it, if any. The terms also apply to any
Microsoft

¢ updates,

» zupplements,

« Internet-based services, and

»  sSupport services

for this software, unless other terms accompany those items. If so, those terms apply.

BY USING THE SOFTWARE, YOU ACCEPT THESE TERMS. IF YOU DO NOT ACCEPT THEM,

DO NOT USE THE SOFTWARE. ﬂ
Copy  Print
[~ Iacceptthe license terms.
= Back | Next = | Cancel |
4
8 Check the box beside | ACCEPT THE LICENSE TERMS option and click NEXT.
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9 The setup checks and prompts to install the required support files.
=loj=

Setup Support Files

Click Install to install Setup Support files. Toinstall orupdate SQL Server 2008, these files are required.

Product Key The following companents are required for SQL Server Setup:
License Terms | Feature MName Status
Setup Support Files Setup Support Files

< Back I Install Cancel

4
10 Click Install to install the required files.
=]
Setup Support Rules

Setup Support Rules identify problems that might occur when you install SQL Server Setup support files, Failures must be corrected
befare Setup can continue.

Setup Support Rules Operation completed, Passed: 10, Failed 0. Warning 1. Skipped 0.

Feature Selection

Disk Space Regquirements

Errar and Usage Reporting Hide details << | Re-run |

Installation Rules View detailed report

Ready to Install

Installation Progress Rule Status

Complate @ Fusion Active Template Library (ATL) Passed
@ Unsupported SQL Server products Passed
@ Performance counter registry hive consistency Passed
@ Previous relesses of SQL Server 2008 Business Inteligence Develop,., |Passed
@ Previous CTP installation Passed
@ Consistency validation for SQL Server registry keys Passed
@ Computer domain controller Passed
@ Microsoft .MET Application Security Passed
@ Edition WOWe4 platform Passed
@ Windows PowerShell Passed
_ﬁ Windows Firewall ‘Warning

< Back | Mext = I Cancel Help
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1% SQL Server 2008 Setup

=lolx|

Instance Configuration

Disk Space Reguirements
Seryver Configuration
Database Engine Configuration
Error and Usage Reparting
Installation Rules

Ready to Instal

Installation Progress

Complete

Feature Selection
Select the Express features to install. For clustered installations, only Database Engine Services and Analysis Services can be
clustered.
Setup Support Rules Features: Description:
Feature Selection

Instance Features
atabase Eng
|:| SOL Server Replication
Shared Features
[[]5QL Client Connectivity 50K
Redistributable Features

Select All | gnseled:AIIl

Include the Database Engine, the
core service for storing,
processing and securing dats.
The Database Engine provides
controlled access and rapid
transaction processing and also
provides rich support for
sustaining high availability.

Shared feature directory: |C: ‘\Program Files\Microsoft SQL Server),

Bl

Shared feature directory (x86): IC:'Pngram Files {(x86)\WMicrosoft SQL Server',

< Back | Mext > Cancel | Help

12

——

Clicks NEXT. The Instance Configuration page opens.

Instance Configuration

Specify the name and instance ID for the SQL Server instance.

SQL Server 2008 Setup 1

=101

Setup Support Rules

{~ Default instance

Feature Selection + Named instance: |SQLExpress
Instance Configuration

Disk Space Requirements

Server Configuration Instance ID: |5QLExpress

Datasbase Engine Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress

Complete

Instance root directory: IC:'Prngram Files\Microsoft SQL Server),

SQL Server directory:  C:\Program Files\Microsoft SQL Server\MSSQL10.5QLExpress

Installed instances:

Instance | Features

| Edition

| Version

| Instance ID

< Back

Cancel Help |
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13 Keep the defaults and click NEXT. The Disk Space Requirements page opens.

Fsasereramasey o]
Disk Space Requirements

Review the disk space summary forthe SQL Server features you selected.

Setup Support Rules Disk Usage Summary:

Feature Selection {9 Drive C: 335 MB requred, 10913 M8 avaiable

Instance Configuration e System Drive (C:\): 182 MB required

Disk Space Requirements -~ Shared Install Directory (C:\Program Files\Microsoft SQL Server'): 0 MB required

Sciirel Gt Instance Directory {C:'Program FilesMicrosoft SQL Server\): 203 MB required

Databagse Engine Configuration
Error and Usage Reporting
Installation Rules

Ready to Instal

Installation Progress

Complete
< Back | Next = | Cancel | Help |
A
14 Verify you meet the space requirements. Click NEXT. The Server Configuration page opens.

N =
Server Configuration

Specify the configuration.

Setup Support Rules Service Accounts | Collation I
Feature Selection

Instance Configuration Microsoft recommends that you use a separate account for each 5L Server service.

Disk Space Requirements Service Account Mame | Password \ Startup Type
server Configuration SQL Server Database Engine MNT AUTHORITY\METWOR.

Automatic

Database Engine Configuration
Error and Usage Reporting

et R s Use the same account for all 5QL Server services
Ready to Install

Instaliation Progress

These services will be configured automatically where possible to use a low privilege account. On some

Complete older Windows versions the userwill need to specify a low privilege account. For more information, click
Help.
Service \ Account Mame Paseword Startup Type

S0L Server Browser MT AUTHORITY\LOCAL 5... Disabled d

< Back | Next = | Cancel | Help |
&
I5 Select an account for the SQL service, for example the built in Network Service account. Click NEXT.

The Database Engine Configuration page opens.
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16 Click ADD CURRENT USER and specify an Administrator.

s

SQL Server 2008 Setup

g [ 3

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Setup Support Rules Account Provisioning | Data Directories | User Instances | FILESTREAM
Feature Selection
i b Specify the authentication mode and administrators for the Database Engine.
Disk Space Requirements Authentication Mod

Server Configuration

% Windows authentication mode

D Engine C i
e o ™ Mixed Mode (SQL Server authentication and Windows authentication)
Error and Usage Reporting

Installation Rules Built-in 5QL Server system administrator accourt

Ready to Install Enter password: I
Installation Progress

Confirm password: I
Complete

Specify SQL Server administrator:

SOL Server administrators
have unrestricted access to
the Database Engine.

Add Current Userl Add... | Eemuvel

< Back | Next > Cancel Help |

17 Click NEXT. The Error and Usage Reporting page opens.

=TT
Error and Usage Reporting

Help Microsoft improve SQL Server features and services.

Setup Support Rules Specify the information that you would like to automatically send to Microsoft to improve future releases of SQL

Server. These settings are optional. Microsoft treats this information as confidential. Microsoftmay provide
Featurs Selection updates though Microsoft Update to modify feature usage data. These updates might be downloaded and
Instance Configuration installed onyour machine automatically, depending on your Automatic Update settings.

Disk Space Requirements

Server Configuration
Viewthe Microsoft policy for SQL Server privacy and data collection.

Datsbase Engine Configuration
Error and Usage Reporting Read more about Microsoft Update and Automatic Update,
Installation Rules
Ready to Install

Installation Progress u Send Windows and SQL Server Error Reports to Microsoft or your corporate report server. This setting only

applies to services that run without userinteraction.
Complete

a Send feature usage data to Microsoft. Feature usage dataincludes information about your hardware
configuration and how you use Microsoft software and services.

< Back | Next > Cancel Help |
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18 Click NEXT. The Installation Rules page opens.

19

Installation Rules

Setup is running rules to determine if the installation process will be blocked. For moreinformation, click Help.

] =10l x|

Setup Support Rules

Feature Selection

Instance Configuration

Disk Space Requirements
Server Configuration

Datsbase Engine Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress

Complete

Operation completed, Passed: 8. Failed 0. Warning 0. Skipped 4.

Show details == Re-run |

View detailed report

< Back | Nesxt > Cancel Help

Click NEXT. The Ready to Install page opens.

= S0OL Server 2008 Setup

Ready to Install

g 5

Verify the SQL Server 2008 features to be installed.

Setup Support Rules

Feature Selection

Instance Configuration

Disk Space Requirements
Server Configuration
Database Engine Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress

Complete

Ready to install SQL Server 2008:

= Summary

Editian: Express

Action: Install (Slipstream)

El- General Configuration

[=-Features
i Diatabase Engine Services

[=- Instance configuration

Instance Mame: SQLEXPRESS

Instance ID: SQLExpress

- Instance IDs

SQL Database Engine: MSSQL10,SQLEXPRESS

Instance Directory: C:\Program Files\Microsoft SQL Server)

Shared component root directory

Shared feature directory: C:'\Program Files\Microsoft SQL Server',
t..Shared feature {(WOWE4) directory: C:\Program Files (x86)WMicrosoft SQL Server)

[=1-Error and Usage Reporting

Usage Reporting: False

Error Reporting: False

- Slipstream

i PCU source directory: c:\34a5349bc4fa04054ba8 369252 \PCUSOURCE

CU source directory: undefined

B Instance configuration i
| | »

Configuration file path:

|+

IC: ‘\Program Files'Microsoft SQL Server\100'Setup Bootstrap'Log!20091218_144529'ConfigurationFile. ini

< Back | Install I Cancel Help |
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20 Click INSTALL to start the installation. The setup shows the installation progress.

W& SQL Server 2008 Setup 1 =101 x|

Installation Progress

Setup Support Rules Setup process complete
Feature Selection

Instance Configuration

Disk Space Requirements
pel 4 | Feature Mame | Status |

@ |Database Engine Services |Success |

Server Configuration

Datasbase Engine Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress
Complete

Mext = Cancel Help |

21 When installation is complete, the Complete page opens.

=10l ]

Complete

Your SQL Server 2008 installation completed successfully.

Setup Support Rules Summary log file has been saved to the following location:

Feature Selection C:\Program Files\Microsoft SQL Serveri1004Setup Bootstrapll 0g\20091218 144529
\summary vmldtestakB64 20091218 144539.bet

Instance Configuration

Disk Space Requirements Information about the Setup operation or possible next steps:

Server Configuration

@ Your SQL Server 2008 installation completed successfully,
Datasbase Engine Configuration
Error and Usage Reporting
Installation Rules
Ready to Install
Installation Progress
Complete
Supplemental Information:
The following notes apply to this release of 3QL Server only., -
Micrasoft Update
For information about how to use Microsoft Update to identify updates for SQL Server 2008, see the Microsoft
Update Web site <http:/fgo.microsoft.comffnlink?LinkId=108409> at http: f/go.microsoft.com fulink/2LinkId=
108409,
Reporting Services
The Reporting Services installation options that you specified in Setup determine whether additional configuration
is required before you can access the report server. If you installed the default confiuration, the report server J
Close | Help |
A
22 Click CLOSE to close the installation wizard.
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Installing SQL Server 2005 or 2008

Consult the SQL Server documentation for information on SQL Server licensing and installation information.

Disabling Internet Explorer Enhanced Security
Configuration component

If this Windows component is enabled, you cannot install the AccuRoute Server. After you disable the component,
you must reboot your system before proceeding with the server installation.

For Windows 2008 R2

Follow the instructions in the procedure below to disable Internet Explorer Enhanced Security Configuration for all
users.

To disable Internet Explorer Enhanced Security Configuration:
| Close all instances of Internet Explorer.
2 Click START > ADMINISTRATIVE TOOLS > SERVER MANAGER.

If a User Account Control dialog box appears, click CONTINUE.

Note See also, steps for Disabling UAC permissions (2-10).

In the left pane, select SERVER MANAGER.

In the right pane under Server Summary, click CONFIGURE IE ESC.
Under Administrators, click OFF.

Under Users, click OFF.

Click OK.

VO 0O N O 1 b

Reboot you system before proceeding with the installation.
For Windows 2003 Standard Edition SP2

Verify that Internet Explorer Enhanced Security Configuration is disabled following the instructions below.

To verify that Internet Enhanced Security Configuration component is disabled:
| Click START > CONTROL PANEL > ADD OR REMOVE PROGRAMS.

2 In the Add or Remove programs page, click ADD/REMOVE WINDOWS COMPONENTS. The
Windows Component wizard opens.

3 Scroll down the Components list to find Internet Explorer Enhanced Security Configuration.
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4 Verify that the component is disabled. If not, disable the component.
5 Click NEXT, then click FINISH.
6 Reboot you system before proceeding with the installation.

Enabling 8.3 Name Creation on NTFS Partitions

You must enable 8.3 Name Creation on NTFS Partitions to allow Ghostscript to work with long filenames or with
spaces / odd characters in the filename during conversion.

To enable 8.3 Name Creation on NTFS Partitions:
| Click START > RUN.
2 Enter regedit and click OK.

In the Registry Editor, go to:
HKEY_LOCAL_MACHINE\SYSTEM\CURRENTCONTROLSET\CONTROL\FILESYSTEM

4 Right click the NtfsDisable8dot3NameCreation entry and select MODIFY from the drop down
menu.
The Edit DWORD Value page opens.

6 In the VALUE DATA text box, enter 0.

Click OK to close the page.
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Section 3: Installing the AccuRoute
Server

This section includes:

Introduction to installing the AccuRoute Server (3-1)

Note about CPU core count capability (3-1)

Installing the AccuRoute Server (3-2)

Configuring the server configuration wizard (3-8)

Uninstalling the AccuRoute Server (3-11)

Introduction to installing the AccuRoute Server

The AccuRoute Server is installed with:

. specialized Windows services that carry out the document distribution responsibilities of the server
. components that complete message processing tasks
. connectors that connect the AccuRoute Server with external systems that submit messages to the

server and distribute them to their final destinations
. Omtool Server Administrator, the management application for the AccuRoute Server

Before you start installing the AccuRoute Server, review and verify that you have met all the pre-requisites. (Go to
Requirements on 2-1.)

If you are setting up an AccuRoute Server cluster, review the AccuRoute cluster setup instructions (Go to Appendix
A: Setting up an AccuRoute Server cluster)before beginning the AccuRoute Server installation.

Note about CPU core count capability

The AccuRoute Server is now hard-licensed to CPU core count (that is, the server license has a built-in CPU core
count capability). This capability will not allow you to install the server on a machine that has more core counts than
the license allows. If the system has a higher CPU core count, contact Omtool Sales for a license with a higher core
count and then proceed with server installation.

The standard AccuRoute license allows use of the product on a system with up to four (4) CPU cores. Anything
larger than four CPU cores will need to go to an eight (8) core license. Anything larger will need a Data Center Server
license. The Data Center Server license will support hardware with sixteen (16) or more CPU cores.

Important The AccuRoute installation will not continue without the proper license.
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Installing the AccuRoute Server

The AccuRoute Server setup program has a verification utility that checks the server for compliance with installation
requirements. All installation requirements must be met before AccuRoute can be installed.

If the AccuRoute Server is being used to create an AccuRoute Server cluster, review the setup procedure for an
AccuRoute Server cluster before installing the AccuRoute Server. For more information, go to Appendix A: Setting
up an AccuRoute Server cluster

Note During installation, if NET 3.0 is not found by the installation check, it is automatically installed. The AccuRoute
Server installation screens will show only after .NET 3.0 installation is complete.

If you are installing AccuRoute Server on a 64 bit system, see Note about registry keys location when installing
AccuRoute Server on a 64 bit machine (3-10) after installation is complete.

To install AccuRoute Server:
| Log in to the system where the AccuRoute Server is being installed using the Omtool Service account.

2 Insert the AccuRoute Server installation DVD into a DVD-ROM drive, or go to a network copy of the
AccuRoute Server setup and run \MESSAGESERVER\SETUP.EXE.

The InstallShield wizard opens and configures your system for installation. When configuration is
complete, you see the welcome message.

AccuRoute(tm) Server

Welcome to the InstallShield Wizaid for AccuR oute(tm] Server

InstallShicld < Back

3 Click NEXT. The setup shows the license agreement page.

Cancel
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4 Select | ACCEPT THE TERMS OF THE LICENSE AGREEMENT.

AccuRoute {tm) Server

License Agreement
A

END-USER LICENSE AGREEMENT

IMPORTANI-READCAREFULLY: This End-Liser License Agreement
(“EULA7)is a legal ag t baiw you (p Ity and-or on behalf of
your employer, as applicable) (“You™ or “Licensee™) and Omitool Lid.
(“Onttool”) for the Omtaol soft product ipanying Heis EULA, which
includes computer sofiware and may include associoted medio. printed
materials, and online or alectronic documentation (“Product™). An

amendment or addendum to this FITLA may accompany the Product,

BY INSTALLING, COPFING OR OTHERWISE USING THE PRODUCT, FOUF
ARE: (I) AGREEING T9 BE BOUND BFTHE TERMS OF THISEULA, (2)
REPRESENTING THAT FOU HAVE THE CAPACITY AND AUTHORITY
T BIND FOURSELF AND FOUR EMPLOYER, AS APPLICABLE, AND (1)
CONSENTING ON BEHALF OF FOUR EMPLOYER, AS APPLICABLE, TQ
BE BOUND BY THIS EULA. IF YOU DO NOTAGREE TOALL OF THE TERMS
ANDCONDITIONS OF THIS EULA, OR DG NOT REPRESENT THE FOREGOING DO

InstaliSh

Y < Back H Hest s | Cancel

5 Click NEXT. The setup shows the installation options.

AccuRoute (tm) Server

Setup Type

IrstallShiald < Back Mext > Cancel

Note The default destination folder is C:\PROGRAM FILES\OMTOOL\OMTOOL SERVER\
You can change the destination if necessary by clicking BROWSE and then browsing to the desired location.
However, you cannot install the server on the root of a drive, for example, C:\

6 Select one of the following:

» TYPICAL for an installation that does not support faxing
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» CUSTOM and then select your custom options

If you selected CUSTOM, select options for the AccuRoute Server installation and click NEXT. The
following features must always be selected:

« Message Server
a  Connector Package
a  Component Package

4a  Omtool Server Administrator

Important Select Modem Server option to support faxing with a local Modem Server.

Important ObjectArchive is only supported when installed system remote from AccuRoute Server. Go to Section 8:
Installing ObjectArchive. for more information.

ObjectArchive is not cluster aware.

The setup requests a license key.

AccuRoute (tm) Server

License key
Enter

Iristall Shizld < Back et > Cancel

7 In the LICENSE text box, enter a valid license key and click NEXT. The setup checks the system for
installation requirements and displays the results.
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AccuRoute (km) Server

Prerequisites

Frerequisite Status

-/ CPU Licensing validation Detected 1 CPL core.

-/ Intemet Eplorer Enhan._. Internet Explorer Erkianced Security has been disabled
- Microzoft [15 Yweb Servi...  This component is installed

-/ Microsoft KB121007 Checks to see if 8.3 filename suppaort is enabled

-/ Microzoft Office Office 2003 detected

-/ Microsoft SMTP Service  This component is installed

- Microsoft SOL Server SGL Express SP1 detected.

-/ windows Server 05 ‘Windows Server 2003 detected [Wersion 5.2 sp 2|

firmed. Continue with the installation.

InstallShield < Back Nest > Cancel

8 Review the results and perform one of the following listed actions.

Important If Microsoft Office is partially detected by the setup, exit the setup and verify that Office is configured for first-
time use. Start an Office application, and if prompted, enter a user name and initials. Wait for a new document
to open and then exit the Office application. If Microsoft Office is still only partially detected, verify that Word,
Excel, and PowerPoint are installed and continue with the AccuRoute Server installation.

» To exit the setup or to install components that are required for the installation, click CANCEL
and then click YES to exit the setup.

» To continue with the installation, click NEXT. The setup requests logon credentials for the
Omtool service account. By default, the User Name field is populated with the name of the user
logged in to Windows.

AccuRoute (tm) Server
Service Account
=

InstealI el < Back Nest > Cancel

©2012 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.

3-5



3-6

AccuRoute Server Installation and Integration Guide

Section 3: Installing the AccuRoute Server

10

a n T 9

Provide the logon credentials of the Omtool service account.

In the NT DOMAIN field, enter the name of the Windows domain.

In the USER NAME field, enter the user name.

In the PASSWORD and CONFIRM PASSWORD fields, enter the password for the user.

Click NEXT. The setup validates the user account and then displays options for the message database.

AccuRoute{tm) Server ﬂ

Message Database

AccuRoute Serverl

[ < Back [ Next » Cancel
BRI

Inistal

Comeplete the database configuration:

If the setup detects Microsoft SQL Server 2008 Express Edition, verify that the SERVER field is
populated with the name of the server running the Microsoft SQL Server database application and that
\SQLExpress is appended to the server name.

If the setup detects SQL Server 2008 or 2005, verify that the SERVER field is populated with the
name of the server running the Microsoft SQL Server database application. Then manually add the
name of the SQL instance after the server name. For example: Servername\SQLInstanceName.
Otherwise you will get the following error: Failed to validate SQL connection
information.

Note The default value is the local server where the setup is running.

Note Special instructions apply to AccuRoute Server clusters. For the first server being set up, enter the name of the
database server. For the second server being set up, allow the setup to create a local database. (The second
server is configured to use the database server so the local database is not used.) For more information, go to
Appendix A: Setting up an AccuRoute Server cluster.

In the Database field, review the name of the message database name and modify it if necessary.
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Note During installation, the database is created on the AccuRoute Server in
...\OMTOOL\OMTOOLSERVER\DATABASE.

¢ Select the authentication method that the Omtool services use to access the database. Choose one of
the following:

» USE WINDOWS INTEGRATED AUTHENTICATION to use the Omtool service account. This is
the default.

» USE SQL AUTHENTICATION to use SQL Server authentication. If you select this option, enter
the logon credentials in the User Name and Password fields.

11 Click NEXT. The setup validates the connection to the database and displays installation settings.

AccuRoute{tm) Server il

Installation Settings

Instaling AccuRoute(tm] Server +3.01

Selected Features: Message Server, Connector Package. Component Package, Omtoal
Server Administrator, AccuRoute Inteligent Device Client, AccuRoute Deskiop,
CostHecovery, FaxCenter, Forms Publisher, Summation Add-on, AccuR oute Web, Genifax
Notes Client, Image-n Acquisition, Imagedn Queue, Server Tools

Dreslination C:A\Program FileshomtoohOmtool Servert,
Service Account: T 20V dministrator
SOL Server Details

Server kolkata\SOLE xpress

D atabase: AccuRoute Serverl
Use ‘Windows Authentication

InstallShizld I « Back H ﬂext) [ Caneel

12 Review the installation settings.
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13 Click NEXT to proceed with the installation.

AccuRoute (tm) Server

Setup Status

When installation is complete, the setup displays the following message.

AccuRoute (tm} Server

InstallShield Wizard Complete

hilel

InstaliShield < Back

Cancel

14 Click FINISH. The setup launches the server configuration wizard.

15 Continue to Configuring the server configuration wizard.

Configuring the server configuration wizard

After the AccuRoute Server is installed, the server configuration wizard launches automatically. The server
configuration wizard must be completed before the Omtool Server Administrator can be started.
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To complete the server configuration wizard:

1 Verify that the server configuration wizard has opened and is showing a welcome message.

Important When setting up the passive server in an AccuRoute Server cluster, exit the server configuration wizard and click
No when prompted to run the wizard again when Omtool Server Administrator starts.

Seryer Configuration Wizard =

Welcome to the Omtool Server Configuration wizard.

Thiz wizard guides you through the steps to complete the minimum
configuration required to set up your Server to send and receive
messages.

*f'ou can fine-tune server components later by updating their

omt property pages.

Cancel |

2 Click NEXT. You see the server configuration completed message.

Server Configuration Wizard

Congratulations!
*Y'ou have completed the Configuration wizard.

Click Finizh to save the configuration az specified:
If you want to change any of vour configuration settings, click Back. Click
Cancel to exit the Omtool Mezzage Server Configuration wizard.
omt
< Back Cancel
3 Click FINISH to close the wizard.

The server configuration wizard saves the configuration and starts Omtool Server Administrator.
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':m omtoolserver - [Console Root',0mtool Server Administrator] ;|g|5|
Bﬁ] File  Action VWiew Favorites  Window  Help |;|i|1|
¢~ ame e

[_] Console Root ame |

Ef? Omtool Server Administrator
B kolkaTta

KOLKATA,

When Omtool Server Administrator is closed, Microsoft Management Console displays a message
about saving changes to the MSC file. This file records the current position of items in the console
tree. To preserve the console state, save the changes.

If prompted to update the MSC file, click YES.

Note about registry keys location when installing AccuRoute
Server on a 64 bit machine

The 64 bit operating system stores registry keys for 32 bit applications under Wowé643Node. Therefore, when
installing AccuRoute Server on a 64 bit machine, the Omtool registry keys are located in
HKLM\SOFTWARE\WoWé6432NODE\OMTOOL and not in HKLM\SOFTWARE\OMTOOL directory.

Modifying AccuRoute Server configuration

If you modify the server configuration after you have completed the AccuRoute v3.01 Server install, your actions
does not remove the associated program files nor does it stop and remove associated services. For example, if you
uninstall the Modem Server after an upgrade, it does not remove associated program files or stop/remove modem
services. They will remain until a complete uninstallation is done.
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Uninstalling the AccuRoute Server

To uninstall AccuRoute Server:

| Go to the Control Panel and start Add/Remove Programs applet.

2 Select ACCUROUTE SERVER and click CHANGE/REMOVE.
The InstallShield Wizard is initiated and prompts you to confirm that you want to uninstall the
software.

4 Click REMOVE.

AccuRoute Server is removed from your system. A progress indicator shows the status of the
uninstallation.

Note After you have uninstalled the AccuRoute Server, the associated folders registry entries will remain.
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Section 4: Post installation configurations

Specifying the originator of notification messages (4-1)

Logging into the Omtool Web Center and registering AccuRoute (4-2)

Customizing access to client setup programs (4-3)

Configuring the Compose component to convert Office message attachments using automation (4-4)

Configuring the AccuRoute Server to convert PCL message attachments (4-5)

Specifying the originator of notification messages

The AccuRoute Server generates notification messages for various events and sends them to users through the
AccuRoute Connectors for Exchange \ Notes \ SMTP. The display name and email address associated with these
notification messages can be set in the AccuRoute Server properties. Omtool recommends setting these attributes
using a valid email address so that users can reply to notification messages if they require assistance. (The default
display name is Omtool Server, and the default email address is OmtoolServer.)

To specify the originator of notification messages generated by the AccuRoute Server:

| Click START > ALL PROGRAMS > OMTOOL > OMTOOL SERVER ADMINISTRATOR to start the
Omtool Server Administrator.

2 Right click the AccuRoute Server in the console tree and select PROPERTIES. The Server
Properties page opens.

Click Settings.

4 In the E-mail Address text box, enter the email address that should be associated with notification
messages generated by the AccuRoute Server.

Omtool recommends using a valid email address so that users can reply to notification messages if
they require assistance.

5 In the DISPLAY NAME text box, enter the name that should be associated with notification messages
generated by the AccuRoute Server.

6 Click OK to save changes to the server properties.
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Logging into the Omtool Web Center and
registering AccuRoute

Omtool Server Administrator provides direct access to the Omtool web site through the console node called
Omtool Web Center. There are two methods of gaining access to the Omtool web site:

. registering AccuRoute
. logging in using a customer number

Omtool recommends that the primary administrator register AccuRoute with a valid e-mail address so that Omtool
can send technical announcements and other important information regarding AccuRoute.

Note After AccuRoute has been registered, the Omtool Web Center connects automatically to the Omtool web site
and provides immediate access to the Knowledge Base and Downloads & Docs.

If Remote Administrator is installed for other administrative users in the environment, they may register or log in
using a customer number. (If they are instructed to log in using a customer number, the customer number must be
provided to those users.) The customer number is on the original sales invoice when the software is purchased
directly from Omtool or on the reseller invoice when the software is purchased through an Omtool partner.

To go to the Omtool Web Center and register AccuRoute:
| Expand the items in the console tree so that Omtool Web Center is visible.

=% Omtonl Server Administrator
F-5h KOLKATA

49 ombool web Center
ﬁ Messages

Connectars

Companents
-l Rules
Registered Users

2 Click OMTOOL WEB CENTER.

Internet Explorer might display a security message indicating that the web site is being blocked by
Internet Explorer Enhanced Security Configuration. If this message appears, add http://
www.omtool.com to the Trusted sites zone.

The Omtool web site loads a registration page.
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Please take aminute to register your Omtool Message Server.
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—
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To schedule a ive product
demo today or for more nfo,
please vist our Contact Us

page or cal us tol-free at

State/Provines:

e

“Denotes Required Field

3 Complete the form and click SEND. The web site returns a confirmation message.

Tip Go to SUPPORT and select SUPPORT OPTIONS. The following items become available in the navigation pane:
Knowledge Base and Downloads & Docs. These two locations are important. The Knowledge Base contains
technical articles with troubleshooting information and workarounds to known issues. Downloads & Docs
provides direct access to all software downloads with related documentation.

Go to CONTACT Us and select TECHNICAL SUPPORT. An online form allows customers to request technical
support and submit comments.

Customizing access to client setup programs

The AccuRoute Server has a clients folder where it stores all the setup programs for its client applications, such as
AccuRoute Desktop, AccuRoute Web Client, CostRecovery, and FaxCenter. After the AccuRoute Server is installed,
the clients folder is shared but only the Omtool service account has permissions to access it.

Note The network path to the clients folder is \\server\omtool\clients or \\server\genifax\clients where server
represents the network name of the AccuRoute Server.

Omtool recommends customizing the permissions on this folder so that the users who are installing these
applications on clients can access the setup programs conveniently from anywhere in the LAN. If necessary, the setup
programs can be copied to a network location where all applications are stored for deployment purpose, and can
also be copied to the client before installation. For more information on modifying Windows sharing and security
permissions, consult Windows help.
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Configuring the Compose component to convert
Office message attachments using automation

Note This is an optional procedure. However, for best results Omtool recommends this procedure for customers
who have Microsoft Office installed on the Server.

The Compose component can be configured to convert documents using the conversion method “automation”,
which utilizes a document’s native application to open the document so that it can be converted to the required
delivery format. Automation is the recommended conversion method for Office documents, as this method produces
the highest quality conversion results and eliminates conversion errors that can occur with other methods.

This procedure is highly recommended but not required. If Office is not being used in the LAN, or if automation is
not the preferred method for converting Office documents, you can go to the next section.

The Compose component manages conversion methods for all Composers for the AccuRoute Server, so it is only
necessary to complete this procedure once.

To configure the Compose component to use automation as the conversion method for
Office documents:

I Verify that a supported version of Microsoft Office is installed on the AccuRoute Server. For
supported Office versions, see Additional installation requirements

2 Start Omtool Server Administrator.

3 Select the AccuRoute Server in the console tree.

4 Go to the details pane, double-click COMPONENTS, and then double-click COMPOSE.

5 Go to the Conversions tab.

6 Enable automation for DOC files. Select DOC, click PROPERTIES, select WORD AUTOMATION, and
click OK.

7 Repeat the previous step for DOCX, PPT, PPTX, XLS, and XLSX and select the automation

option for each file type.

Note DOCX, PPTX, and XLSX are file types associated only with Office 2007. DOC, PPT, and XLS files are file types
associated with Office 2003 and earlier, and are also compatible with Office 2007.

8 Click OK to save changes to the Compose component.
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Configuring the AccuRoute Server to convert PCL
message attachments

The AccuRoute Server requires additional configuration to convert PCL files. Omtool recommends completing this
configuration, but it may be omitted if the AccuRoute Server is not required to convert PCL attachments.

Use the instructions that describe the AccuRoute Server configuration:

AccuRoute Server on same drive as the operating system (4-5)

AccuRoute Server on different drive than the operating system (4-5)

AccuRoute Server on same drive as the operating system

To configure the AccuRoute Server to convert PCL message attachments:

| Find the short name path to ..\OMTOOL\OMTOOL SERVER\VENDORS\GHOSTSCRIPTPCL.

Tip To obtain the short name of a directory, run dir /x in the parent directory. For example, to obtain the short
name of C:\Program Files, set the working directory to C:\ and run dir /x. This returns the short name of all
folders under C:\.

2 Right click My Computer and select PROPERTIES from the drop down menu to open the
Properties page.

3 Click ADVANCED.

4 Click ENVIRONMENTAL VARIABLES.

In the SYSTEM VARIABLES section add the variable PCLFONTSOURCE, and set its value to the
short path to the GhostScriptPCL directory.

Note Use forward slashes, and include a forward slash at the end of the path, for example, /PROGRA~[/Omtool/
OMTOOL~1/Vendors/GHOSTS~2/

6 Click OK to close the Environmental Variables page and click OK to close the System
Properties page.

AccuRoute Server on different drive than the operating
system

To configure the AccuRoute Server to convert PCL message attachments:

©2012 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.

4.5



4-6 AccuRoute Server Installation and Integration Guide

Section 4: Post installation configurations

| Copy the font files from ..\OMTOOL\OMTOOL SERVER\VENDORS\GHOSTSCRIPTPCL TO
C:\WINNT\FONTS.

2 Create ...\ WINNT\FONTS at the root level of the drive where the AccuRoute Server is installed.

3 Copy the font files from ...\OMTOOL\OMTOOL SERVER\VENDORS\GHOSTSCRIPTPCL to

..\WINNT\FONTS on the drive where the AccuRoute Server is installed.

4 Right click My Computer and select PROPERTIES from the drop down menu to open the
Properties page.

Click ADVANCED.
6 Click ENVIRONMENTAL VARIABLES.

7 In the SYSTEM VARIABLES section, and verify that there is no PCLFONTSOURCE variable. (If it
exists from a previous version of AccuRoute Server, delete it.)

Tip When the PCLFONTSOURCE does not exist as an environmental variable, the AccuRoute Server uses
\Winnt\Fonts.
8 Click OK to close the Environmental Variables page and then click OK to close the System

Properties page.
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Section 5: Exchange integration

This section includes:

Adding an AccuRoute Connector for Exchange (5-1)

Specifying an email address for Exchange non-delivery reports (5-3)

Configuring lookup methods (5-3)

Setting up failover for multiple AccuRoute Connectors for Exchange (5-5)

Deploying the Genifax Send form for Outlook (5-6)

Tip The Omtool Knowledgebase has technical articles on troubleshooting the AccuRoute Connector for Exchange.

Adding an AccuRoute Connector for Exchange

Note The AccuRoute Connector for Exchange is a licensed connector.

This section includes:

Exchange 2010 and 2007 (5-1)

Exchange 2003 (5-2)

Exchange 2010 and 2007

For Exchange 2010 and 2007, the Exchange server must have a Foreign Connector specified with an address type
that is not SMTP (valid address types are: FAX, FAXI, MYFAX). For general information on Foreign Connector, see
http://technet.microsoft.com/en-us/library/aa996779.aspx. For information on how to create a Foreign Connector,
see http://technet.microsoft.com/en-us/library/aa996397.aspx. For information on “Set-ForeignConnector” cmdlet
to modify an existing foreign connector, see http://technet.microsoft.com/en-us/library/bb123789.aspx.

To add the AccuRoute Connector for Exchange 2010 or Exchange 2007 to your
AccuRoute Server:

| Start the Administrator and expand all items in the console tree if necessary.
2 Right-click CONNECTORS > NEW > ACCUROUTE CONNECTOR FOR EXCHANGEX. The License
page opens.

3 In the LICENSE text box, enter a valid license and click NEXT. The Server Address page opens.
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Select the Server Address option - RUN ON THE OMTOOL MESSAGE SERVER and click NEXT. The
Display Name page opens.

In the NAME text box, enter a friendly name for the Connector and click NEXT. The Connector
folder page opens.

In the SPECIFY A FOLDER TO SCAN text box, browse and select the folder for the connector to scan
and click NEXT. The Lookup Connection page opens.

The folder you select is the drop directory specified when creating the foreign connector using the
Exchange 2007/2010 Management Shell. For information on drop directory and foreign connectors,
consult Microsoft documentation in http://technet.microsoft.com/en-us/library/aa996779.aspx.

Verify the HOST NAME and SEARCH BASE for the lookup connection and click NEXT. The Lookup
Authentication page opens.

Note The Host Name is the Active Directory server.

In the USERNAME and PASSWORD text boxes, enter the logon credentials associated with the lookup
user account and click NEXT. The Congratulations page opens.

Click FINISH.

Exchange 2003

10

To add an AccuRoute Connector for Exchange for an Exchange 2003 Server:
Start the Administrator and expand all items in the console tree if necessary.

Right-click CONNECTORS > NEW > ACCUROUTE CONNECTOR FOR EXCHANGE. The License
page opens.

In the License text box, enter a valid license key and click NEXT. The Server Address page opens.

Select RUN ON THE OMTOOL MESSAGE SERVER option and click NEXT. The Display Name text
box opens.

In the Display Name text box, enter descriptive name for this connector and click NEXT. The
Exchange Server page opens.

In the Specify Exchange Server text box, enter the machine name or the IP address of the
Exchange Server and click NEXT. The Exchange Version page opens.

Select EXCHANGE 2003 and click NEXT. The Address Scope page opens.

Select ORGANIZATION if you want all users in the Exchange organization to be able to send messages
through the Omtool server. Select ROUTING GROUP if you want only users in the Exchange site you
specified to be able to send messages through the Omtool server.

Click NEXT. The Lookup Authentication page opens.

In the USERNAME and PASSWORD text boxed, enter the logon credentials associated with the
lookup user account and click NEXT. The Congratulations page opens.
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Important Anonymous lookups are not supported in Exchange 2003.

1 Click FINISH.

Specifying an email address for Exchange non-
delivery reports

Exchange generates non-delivery reports, called NDRs, when it cannot deliver e-mail messages. These non-delivery
reports are returned to the AccuRoute Server through the AccuRoute Connector for Exchange. The AccuRoute
Connector for Exchange can either re-route non-delivery reports to a known valid e-mail addresses or delete them
automatically. By default, non-delivery reports are deleted. However, Omtool recommends configuring this feature
with a known valid e-mail address so that an administrator can be alerted about failures when they occur.

To specify an e-mail address for Exchange non-delivery reports:
| Start Omtool Server Administrator.

2 Click the AccuRoute Server in the console tree, and double-click the AccuRoute Connector for
Exchange in the details pane.

Go to the Options tab.

4 Go to Non-delivery Report Processing, select SEND TO SPECIFIED E-MAIL ADDRESS, and enter
a known valid e-mail address.

5 Click OK to save the changes to the AccuRoute Connector for Exchange.

Configuring lookup methods

The AccuRoute Server utilizes the lookup configurations in the AccuRoute Connector for Exchange properties to
retrieve information about users.

. DID/DTMF lookup identifies the recipient of an inbound fax.

Note For Exchange 2010 and for Exchange 2007 lookup is configured in the AccuRoute Connector for SMTP as the
AccuRoute Connector for Exchange 2010/2007 does not route inbound messages to Exchange users.
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. Sender lookup retrieves user attributes associated with the message sender, and these values are
used to populate variables in Cover Pages, Routing Sheets, and notification messages.

. Recipient lookup identifies the fax address of a message recipient when the message is created using
the Genifax Send form and when the AccuRoute Connector for Exchange configuration specifies that
messages to GAL recipients are to be delivered as faxes. (Instructions on configuring recipient lookup
are included with information on publishing the Genifax Send form. Go to Configuring recipient
lookup for the Genifax Send form on 5-9.)

Reviewing the default DID/DTMF lookup configuration for
inbound faxing

DID/DTMF lookup identifies the recipient of an inbound fax. To retrieve the recipient e-mail address, the AccuRoute
Server submits a lookup request using the last 4 digits of the DID/DTMF string captured by the Modem Server. When
the recipient e-mail address is returned, the AccuRoute Connector for Exchange can deliver the message to the
Exchange server.

Tip The default AccuRoute Connector for Exchange (or AccuRoute Connector for SMTP if using Exchange 2010/
2007) configuration specifies the facsimileTelephoneNumber attribute for DID/DTMF lookup. (This is the Active
Directory and LDAP attribute that stores the fax number of users.) Change the attribute if necessary, and also
confirm that the lookup attribute is indexed. Indexing the lookup attribute optimizes lookup speed.

The DID/DTMF lookup configuration can be modified and tested in the AccuRoute Connector for Exchange
properties. For information on modifying the DID/DTMF lookup configuration, consult the Omtool Server
Administrator help.

Note If faxing is not enabled for the AccuRoute Server, no modification is necessary.

Reviewing the default sender lookup configuration

Sender lookup retrieves user attributes associated with the message sender, and these values are used to populate
variables on Routing Sheets, Cover Pages, and notification messages. (For example, suppose a notification template
includes the variable %SENDER _TITLE%. Sender lookup retrieves all available user attributes for the sender including
the job title so that the AccuRoute Server can continue processing the message and populate the variable
%SENDER_TITLE% with the job title of the message sender.) The AccuRoute Server submits a request for sender
attributes using the sender e-mail address.

The content of Routing Sheets, Cover Pages, and notification messages can be customized using the templates in
«..\OMTOOL\OMTOOLSERVER\LANGUAGES\ENU. For more information on modifying templates, consult the
Omtool Server Administrator help. (Go to Related documentation on 1-4.)

Tip The default AccuRoute Connector for Exchange configuration specifies the mail attribute for sender lookup.
Verify that this is the appropriate attribute for sender lookup based on the sender e-mail address and confirm
that the lookup attribute is indexed. Indexing the lookup attribute optimizes lookup speed.
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The sender lookup configuration can be modified and tested in the AccuRoute Connector for Exchange properties.
For information on modifying the sender lookup configuration, consult the Omtool Server Administrator help. (Go
to Related documentation on [-4.)

Setting up failover for multiple AccuRoute
Connectors for Exchange

Important This is supported for Exchange 2003 servers only.

Each AccuRoute Connector for Exchange on the AccuRoute Server functions as a gateway to one Exchange server.
When there are multiple Exchange servers in the LAN, multiple AccuRoute Connectors for Exchange can be installed
on the AccuRoute Server and configured for failover so that the AccuRoute Server can still send outbound messages
through an available AccuRoute Connector for Exchange if another AccuRoute Connector for Exchange becomes

disabled. AccuRoute Connector for Exchange failover supports outbound messages only.

Only one AccuRoute Connector for Exchange can be installed on an Exchange Server. If you need to configure
additional connectors, you must purchase additional licenses. Contact Omtool Sales for more information.

Tip If there is only one Exchange server in the LAN, Omtool recommends using Omtool Server Monitor to monitor
the status of the AccuRoute Connector for Exchange.

To configure AccuRoute Connector for Exchange failover:
| Start Omtool Server Administrator.

2 Click the AccuRoute Server in the console tree, and double click the appropriate AccuRoute
Connector for Exchange in the details pane.

Click ADVANCED on the General tab.
4 Select an available AccuRoute Connector for Exchange and click OK.
Click OK to save the changes to the AccuRoute Connector for Exchange.

This procedure configures one AccuRoute Connector for Exchange for failover. Repeat the procedure on other
AccuRoute Connectors for Exchange if necessary.
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Deploying the Genifax Send form for Outlook

The Genifax Send form for Outlook is a special Outlook form that submits messages to the AccuRoute Server so
that they can be delivered as faxes. The Genifax Send form is equipped with numerous options for cover pages, billing,
delivery, and notification.

To deploy the Genifax Send form for Outlook, Genifax forms must be published. Forms Publisher, an Omtool utility
that publishes forms to the organizational forms library.

Note The forms are published to the Organizational forms library, however the profiles are stores in a local or public
folder.

It is located in the Clients folder on the AccuRoute Server installation DVD, and is installed on the AccuRoute Server
with a complete installation.

To get started deploying the Genifax Send form for Outlook, continue to Creating the organizational forms library
and assign the Owner role to the user publishing Genifax forms.

Creating the organizational forms library and assign the
Owner role to the user publishing Genifax forms

Create the organizational forms library in Exchange for the Genifax forms and assign the Owner role to the user who
is publishing the Genifax forms. (The Owner role is required so that the user can publish the Genifax forms to the
organizational forms library.) Use the appropriate procedure based on the version of the Exchange server:

Exchange 2010 and 2007 (5-6)

Exchange 2003 (5-6)

Exchange 2010 and 2007

For instructions in how to create an organizational Forms Library in Exchange 2010 and in Exchange 2007, see http:/
[support.microsoft.com/kb/933358/en-us.

For information on how to move an existing Organizational Forms Library from Exchange 2003 to a public folder
store for Exchange 2010/2007, see http://technet.microsoft.com/en-us/library/bb331970.aspx.

For information on how to manage public folders, see http://technet.microsoft.com/en-us/library/bb 12441 | .aspx.

Exchange 2003

To create the organizational forms library in Exchange 2003 and assign the Owner role to
the user publishing Genifax forms:

1 Log in to a system where System Manager is installed. Use an account that is an Exchange Full
Administrator. (An Exchange Full Administrator has permissions to administrate the Exchange system
and modify permissions.)

2 Start System Manager and go to the following node in the console tree: Folders > Public Folders.
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Right-click PuBLIC FOLDERS and select VIEW SYSTEM FOLDERS.
Right-click EFORMS REGISTRY and select NEW > ORGANIZATIONAL FORM.

Enter a name for the library in the Name field, verify that the language is correct, and click OK. The
library in added to the console tree under EFORMS REGISTRY.

Tip Exchange supports only one organizational form library per language. If the appropriate language is not available
in the language menu, it is most likely because a library has already been created.

Right-click the library in the console and select PROPERTIES.
Go to the Permissions tab and click CLIENT PERMISSIONS.

Add the user who is publishing the Genifax forms, configure the permissions so that the Owner role
is assigned to the user, and click OK.

Click APPLY and click OK.

Installing Forms Publisher on an Outlook client

Install Forms Publisher on an Outlook 2007/2003/XP/2000 client running Windows XP/2000 SP3. If the Outlook user
who is publishing the Genifax forms has a personal workstation that meets these requirements, Forms Publisher may
be installed there. If Forms Publisher is installed on a different system, an Outlook profile must be set up temporarily
for the Outlook user publishing the Genifax forms. (Forms Publisher invokes Outlook to establish a connection to
the Organizational Forms Library and publish the Genifax forms, and the Outlook user’s profile is utilized to connect
to the Organizational Forms Library.)

o 1 AW

Note Do not install Forms Publisher on the AccuRoute Server or the Exchange server.

To install Forms Publisher:

Log in to the system where Forms Publisher is being installed. Use an account that belongs to the local
Administrators group.

Go to ...\OMTOOL\OMTOOLSERVER\CLIENTS\FORMSPUBLISHER on the AccuRoute Server and run
SETUP.EXE. The setup displays a welcome message.

Click NEXT. The setup shows the license agreement.
Click YES. The setup shows the destination folder.
Change the destination folder if necessary and click NEXT. The setup shows installation settings.

Review the installation settings and click NEXT to begin the installation. The setup installs Forms
Publisher and displays a message indicating that the installation was successful.

Click FINISH.

Publishing the Genifax forms
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The Genifax forms must be published to the organizational forms library so that users can access them from Outlook
clients in the LAN.

Before the form are published, the user who is publishing the forms must know whether the Genifax Send Form is
being administered using public folder profiles or local profiles. A profile is a collection of settings that determine the
form configuration. (A public folder profile is stored in a public folder with the Genifax Send form and can be modified
only by administrative users.) With public folder profiles, profiles can be created and assigned to users and groups.
A profile is stored locally on the client machine once it is setup within their Outlook profile and the user needs to
specify the options for the form. The forms are stored in the Organizational Forms Library.

4

To publish Genifax forms for Outlook:

Log in to the system using the login credentials of a local Admin and then log into Outlook with the
account that is "Owner" of the organizational forms library.

Note The Outlook login is necessary to publish the forms.

Start Forms Publisher. (Use the Start menu shortcut in the Omtool programs group.)

B FormsPublisher =lolx]

Eile  Help

|&TPublish |

Mame | Description

Omtool Genifax Yiewer
kool Delivery Report
Omtool Genifax Send Form
Omtool Non-Delivery Report
Omtool Non-Delivery Report
Omtool Read Report

Ready 7

Verify that all forms are selected and click PUBLISH. Forms Publisher starts publishing Genifax forms
to the Organizational Forms Library and then displays a dialog box.

Tip While Forms Publisher is publishing the forms, a security warning might appear and require that macros be
enabled or disabled. Genifax forms do not utilize macros, so macros can be enabled or disabled with no impact
on functionality.

X
L prr— =
File
@PI ~ Profile Selection
Mame . P
E— Local profiles allow each user to maintain individual —
i Fa default settings used when creating & fax with the
ol Genitax Message fom.
=] oml
@Oml ¢ Public: Folder Profiles
= omil Public Foldsr profiles allow the system administrator to
@0 | maintain default settings used when uzers create a fax
m with the Genifax Message form.
K | Concel | Hee |
Publishir. Z

Select one of the following options and click OK:
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» LocAL PROFILES - The Genifax form is published to the Organizational Forms Library. When
accessed by a user, the form is downloaded to the local system and its default settings become
part of each user’s local profile.

» PuBLIC FOLDER PROFILES - The Genifax form is published to the Organizational Forms Library
where its default settings are managed by an administrator. After selecting this option, click the
browse button and select the public folder where the forms are being published. (A new folder
may be created if necessary.)

Forms Publisher finishes publishing the forms. The status bar indicates that Forms Publisher is done.

B FormsPublisher =10l %]

File Help

| STPublish |

Mame
=

| Description |
Omtool Genif ax Yiewsr
Omtool Delivery Report
Omkool Genifax Send Form
Omtool Non-Delivery Report
Omtool Non-Delivery Report
Qrntaol Read Repart

Done 4

Note Users must be advised on how to access the Omtool Genifax Send Form.

Creating and assigning profiles

The Omtool Genifax Send form supports profiles that determine the default selections on the form and the options
that are available to users. For more information on creating and assigning profiles, consult the Omtool Server
Administrator help. (Go to Related documentation on 1-4.)

Configuring recipient lookup for the Genifax Send form

The recipient lookup configuration enables the AccuRoute Connector for Exchange to identify the fax address of a
message recipient when the message is created using the Genifax Send form and when the AccuRoute Connector
for Exchange configuration specifies that messages to GAL recipients are to be delivered as faxes. This feature is not
configured by default. For more information on configuring recipient lookup, consult the Omtool Server
Administrator help. (Go to Related documentation on 1-4.)
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Section 6: Notes integration

This section includes:

Configuring lookup methods (6-1)

Registering the AccuRoute Connector for IBM® Lotus® Notes as a Notes user (6-3)

Modifying permissions on the default Notes mail template (6-3)

Configuring the AccuRoute Server with the Notes installation path (6-4)

Running the Notes setup on the AccuRoute Server (6-4)

Giving the AccuRoute Connector for Lotus Notes access to the Genifax_ mail.box (6-6)
Adding the AccuRoute Connector for Lotus Notes to the AccuRoute Server (6-6)

Tip The Omtool Knowledgebase has technical articles on troubleshooting the AccuRoute Connector for Lotus
Notes.

Configuring lookup methods

The AccuRoute Server utilizes it connection to the Notes server to accomplish the following tasks:

. authenticate users

. retrieve sender and recipient information for Cover Pages and Routing Sheets

. identify the recipient of inbound messages based on the recipient’s DID extension or fax number
. display the contents of the global directory when queries from the Omtool Server Administrator

By default, the server configuration wizard adds a search base for DID/DTMF lookup configuration.

Reviewing the default DID/DTMF lookup configuration for
inbound faxing

The DID/DTMF lookup configuration enables the AccuRoute Connector for Lotus Notes to determine the recipient
of an inbound fax. By default, the AccuRoute Connector for Lotus Notes is configured to query the
facsimileTelephoneNumber field using the last 4 digits of the received DID/DTMF string. (This data is captured
by the Modem Server.) This query returns the e-mail address of the recipient so that the message can be delivered
to the recipient’s email address through the AccuRoute Connector for Lotus Notes.

You can modify this configuration and test that the new configuration is successful. For instructions on how to modify
the DID/DTMF lookup configuration, consult the Omtool Server Administrator Help.
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Note If faxing is not enabled for the AccuRoute Server, no modification is necessary.

Reviewing the default sender lookup configuration

The sender lookup configuration enables the AccuRoute Connector for Lotus Notes to retrieve information about
the message sender so that it can be displayed on Routing Sheets, Cover Pages, and notification messages.

Tip The content of Routing Sheets, Cover Pages, and notification messages can be customized using their respective
templates located on the AccuRoute Server in ..\OMTOOL\OMTOOL SERVER\LANGUAGES\ENU. For more
information on modifying Routing Sheet templates, Cover Page templates, and notification message templates,
consult the Omtool Server Administrator help.

For example, suppose Cover Page templates are configured to display the job title of the message sender. (The
template variable %SENDER_TITLE?% is populated automatically with the job title of the message sender when the
message is composed by the AccuRoute Server.) The AccuRoute Connector for Lotus Notes retrieves the job title
of the message sender using the sender lookup configuration.

By default, the AccuRoute Connector for Lotus Notes is configured to query the mail field using the sender’s email
address and return the required user attributes. This configuration can be modified and tested to ensure successful
results. For information on modifying the sender lookup configuration, consult the Omtool Server Administrator
help. (Go to Related documentation on [-4.)

Configuring recipient lookup

The recipient lookup configuration enables the AccuRoute Connector for Lotus Notes to retrieve information about
the message recipient that can be shown on Routing Sheets, Cover Pages, and notification messages.

Note This feature is not configured by default, but can be useful for organizations that send messages internally and/
or manage their external contacts in a database that can be queried using LDAP.

For instructions on configuring recipient lookup, consult the Omtool Server Administrator help. (Go to Related
documentation on |-4.)
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Registering the AccuRoute Connector for IBM®
Lotus® Notes as a Notes user

The AccuRoute Connector for Lotus Notes on the AccuRoute Server must be able to connect to the Domino server
with an user ID with a blank password. This requires a new Notes user. Create the new Notes user following the
procedure below.

Creating new Notes user:

| Login to the system running the Domino server using the credentials of the Lotus Domino
Administrator.

2 Register a new user. The first name of the user should be “Omtool” and the last name should be
“connector”.

Add the user to the registration queue.
4 Using the Switch ID feature, login as the new user.
5 Clear the password associated with this account.

For information on registering users in t he Lotus Domino Administrator, consult the Lotus Domino
Administrator help.

Installing the Notes client on the AccuRoute Server
After you have registered “Omtool connector” as a registered user, you must install the Notes client on the system
running the AccuRoute Server. For information on installing the Notes client, consult the Notes documentation.

After you have installed the client, you must configure the client for the user “Omtool connector”. For configuration
instructions, consult the Notes documentation.

Modifying permissions on the default Notes mail
template

The Lotus Notes Administrator has to decide if the mail template should be altered to show the Genifax FAX button.
If the template should be altered, the Omtool service account should be given appropriate permissions to change the
Lotus Notes template.

Once the permissions are granted, the standard Lotus Notes template will be altered during the Genifax update
process.
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Configuring the AccuRoute Server with the Notes
installation path

Use the following procedure to add the Notes client installation path to the Genifax system path on the AccuRoute
Server:

To add the Notes installation path:
| Log on to the system running the AccuRoute Server.
Right click MY COMPUTER and select Properties from the drop down menu options.
The System Properties page opens.
Click ADVANCED.

Click the ENVIRONMENT VARIABLES option.

o 1 AW N

In the System variables section, select PATH in the Variable list, and click EDIT.
The Edit System Variable page opens.
7 In the VARIABLE VALUE text box, position the cursor at the end of the text and type:

;c:\lotus\notes\.

Note “c:\lotus\notes\” should be the path to the Notes client on the computer where you are working. If you installed
the Notes client in a different location, specify that path in the text box.

8 Click OK to close the Edit System Variable page and then click OK to close the Environment
Variables page.

9 Click OK to close the System Properties page.

Running the Notes setup on the AccuRoute Server

To run the Notes setup on the AccuRoute Server:

| Log on to the system running the AccuRoute Server.
2 Navigate to ...\OMTOOL\OMTTOOLSERVER\CLIENTS\NOTES Setup.
3 Run SETUP.EXE. The Welcome page opens.

Note Do not run the Notes setup from the AccuRoute installation DVD.
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Section 6: Notes integration

Click NEXT.
In the Install this application for section, make a selection.

» Select the ANYONE WHO USES THIS COMPUTER (ALL USERS) option if you are installing the
Notes setup for all users on this computer.

» Select the ONLY FOR ME (OMTOOL) option to install the Notes setup for the current user.
Click NEXT. The Choose Destination Location page opens.

Click NEXT to accept the default destination location C:\PROGRAM FILES\OMTOOL\GENIFAX.
Alternately, if you want to change the destination location, click BROWSE, navigate to the directory
where you want to install the Notes setup, click OK, and click NEXT.)

The Domino Server page opens. The Server text box is filled in with the canonical name of the
Domino server. The name was detected by the setup program in the Notes.ini file.

Verify that the server name is correct and click NEXT. The Password page opens.

In the Password text box, enter the password associated with your Notes administrator account.
Click NEXT.

The Update mail template page opens.

Select YES if you want to modify the default mail template and add fax options. Select NO if you do
not wish to make any modifications.

Click NEXT. The Domino Version page opens.

Note If you selected Yes, the setup program creates a backup copy of the default mail template so that it can be
restored if you uninstall the Genifax Notes setup or modify the installation later via Add/Remove Programs. If
you select No, users can send “one-off” faxes only. One-off faxes, created using the Notes New Memo, form do
not support special Genifax features such as secure fax delivery, preview, approval, etc.

Select the version of your Domino server - 5.x or 6.x. and click NEXT. The Default Mail Template
page opens.

Based on the Domino server version you select, the setup program supplies the name of the default
mail template on the Domino server: mail50.ntf for Domino server 5.x ormailé .ntf for
Domino server 6.x.

If the default mail template file on the Domino server is different than the file name that appears in the
text box, enter the correct file name. Click NEXT. The Profile Management page opens.

Select ADMINISTRATOR MANAGED option if you want network administrators to create profiles and
assign users to them. Otherwise select USER MANAGED option so that the user can create and
manage their own profiles.

Click NEXT. The Notes Foreign Domain page opens.

The setup program creates a foreign domain for faxes created by Notes users. The default foreign
domain name is Genifax.

If you want to change the name of the foreign domain for faxes, type a new name in the text box.

Note The fax foreign domain name must be included in one-off faxes.
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17 Click NEXT. The Start Copying Files page opens.

18 Review the installation settings and click NEXT. When installation is complete you see a message
indicating that the setup was successful.

19 Click OK. The InstallShield Wizard Complete page opens.
20 Click FINISH to complete the installation.

21 Restart the computer for the changes to take effect.

Giving the AccuRoute Connector for Lotus Notes
access to the Genifax_ mail.box

The Notes client on the AccuRoute Server is configured for the user Omtool connector in Registering the
AccuRoute Connector for IBM® Lotus® Notes as a Notes user (6-3). Using the Lotus Domino Administrator, give
this user Manager access permissions to Genifax_mail.box. (The Genifax_mail.box is located on the Domino server.)

For instructions on modifying the access control list for the Genifax_mail.box, consult the Lotus Domino
Administrator help.

Adding the AccuRoute Connector for Lotus Notes
to the AccuRoute Server

Note The AccuRoute Connector for Lotus Notes is a licensed connector.

Before adding the AccuRoute Connector for Lotus Notes, you must manually register the connector executable and
then add the AccuRoute Connector for Lotus Notes.
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Registering Notes executable

To manually register the Notes executable:

| Login to the system running AccuRoute Server using an account that belongs to the Administrator.
2 Open a command prompt.
3 Enter the following command:

"C:\Program Files\Omtool\Omtool Server\bin\OmConGFNotesU.exe" -
regserver

where C: is the drive where the AccuRoute Server is installed.

4 Press ENTER.

Adding AccuRoute Connector for Lotus Notes

To add the AccuRoute Connector for Lotus Notes to the AccuRoute Server:

| Click START > ALL PROGRAMS > OMTOOL > OMTOOL SERVER ADMINISTRATOR to open the
Omtool Server Administrator.

2 In the console tree, right click CONNECTORS > NEW > ACCUROUTE CONNECTOR FOR LOTUS
NOTES. The License page opens.

In the LICENSE text box, enter a valid license and click OK. The Server Address page opens.

4 Select RUN ON THE OMTOOL MESSAGE SERVER option. Click NEXT. The Display Name page
opens.

5 In the NAME text box, enter a friendly name for the connector and click NEXT. The Lotus Notes
Connector Lookup Configuration page opens.

6 In the LDAP HOST NAMe text box, enter the name of the system which has the LDAP server. In the
SEARCH BASE text box, enter the lookup search base in the LDAP. Click NEXT.

7 Click FINISH.

The connector is added to the AccuRoute Server.

©2012 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.



6-8 AccuRoute Server Installation and Integration Guide

Section 6: Notes integration

©2012 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.



AccuRoute Server Installation and Integration Guide

Section 7: SMTP integration

Section 7: SMTP integration

This section includes:

Configuring lookup methods (7-1)

Reviewing the default DID/DTMF lookup configuration for inbound faxing (7-1)

Tip The Omtool Knowledgebase has technical articles on troubleshooting the AccuRoute Connector for SMTP.

In case your environment does not have an AccuRoute Connector for Exchange or AccuRoute Connector for Lotus
Notes, you can configure the AccuRoute Connector for SMTP for Active Directory lookups when sending and
receiving messages.

Configuring lookup methods

The AccuRoute Server utilizes the lookup configurations in the AccuRoute Connector for SMTP properties to
retrieve information about users.

DID/DTMF lookup identifies the recipient of an inbound fax.

Reviewing the default DID/DTMF lookup configuration for
inbound faxing

DID/DTMF lookup identifies the recipient of an inbound fax. To retrieve the recipient e-mail address, the AccuRoute
Server submits a lookup request using the last 4 digits of the DID/DTMF string captured by the Modem Server. When
the recipient email address is returned, the AccuRoute Connector for SMTP can deliver the message to the SMTP
server.

Tip The default AccuRoute Connector for SMTP configuration specifies the facsimileTelephoneNumber attribute for
DID/DTMF lookup. (This is the Active Directory and LDAP attribute that stores the fax number of users.)
Change the attribute if necessary, and also confirm that the lookup attribute is indexed. Indexing the lookup
attribute optimizes lookup speed.

The DID/DTMF lookup configuration can be modified and tested in the AccuRoute Connector for SMTP properties.
For information on modifying the DID/DTMF lookup configuration, consult the Omtool Server Administrator help.

Note If faxing is not enabled for the AccuRoute Server, no modification is necessary.
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Section 8: Installing ObjectArchive

This section includes:

Introduction to ObjectArchive (8-1)

Requirements for ObjectArchive (8-1)
Installing ObjectArchive (8-3)
Configuring ObjectArchive (8-8)
Removing ObjectArchive (8-10)

Introduction to ObjectArchive

ObjectArchive provides for storage and retrieval of stored data. The data can be scanned images, multimedia and
other textual/non-textual data). The data is stored as individual objects with unique object keys. The object keys are
128 bit (16 bytes) Universally Unique IDs (UUID) and are the primary methods of accessing storing/retrieving) data
from the archive database.

Important ObjectArchive must be installed on a system remote from AccuRoute Server.

When scaling an environment with additional connectors or components, always consult an Omtool Technical
Support engineer. For contact information, see Omtool Support and Sales. The Omtool Technical Support engineer
can assist you in correctly identifying potential bottlenecks in the system based on workload and other factors.
Moreover, the Support engineer can provide helpful information on the overall impact of increasing the speed and
efficiency of the system. Performance and stability consulting are also available for a fee.

For a detailed analysis of the environment is necessary, the Omtool Technical Support engineer may recommend a
fee-based consultation.

Important ObjectArchive is not cluster aware.

Requirements for ObjectArchive

This section includes:

Hardware and software requirements (8-2)

Additional requirements (8-2)
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Hardware and software requirements

Object Archive requires a system that meets the following minimum requirements:
a Windows NT domain computer that always runs in the same domain as the AccuRoute Server

a Dual core processor; 2 GHz; 4GB of RAM; RAID 5W with 100 GB of disk space; DVD-ROM drive; and
Microsoft mouse or compatible pointing device

a Windows 2008 64 bit, 2003 Standard Edition SP2 64 bit

a MS SQL Server 2008/2005

Important The SQL Server does not have to be the same one used for the AccuRoute Server databases.

Additional requirements
Object Archive installation also requires the following:
a AccuRoute Server installation DVD (or access to a network copy of the AccuRoute Server setup)

a Windows user account that belongs to the AccuRoute Administrators group
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Installing ObjectArchive

To install Object Archive:

| Log in to the system where you will install the ObjectArchive using an account that belongs to the
AccuRoute Administrators group. This system must be a system other than AccuRoute Server.

2 Insert the AccuRoute Server installation DVD into a DVD-ROM drive. Alternately, navigate to the
network where you have kept the AccuRoute Server setup files.

3 Run \AMESSAGESERVER\SETUP.EXE.

The InstallShield wizard opens and configures your system for installation and displays a welcome
message.

AccuRoute(tm) Server

‘Welcome to the InstallShield Wizard for AccuRoute[tm) Server

InstallShicld I < Back H iﬂefoJ { Caneel J

4 Click NEXT. The setup shows the license agreement page.

AccuRoute® Server

License Agreement
ad the terms of the license

END-USER LICENSE AGREEMENT

IMPORTANT-READ CAREFULLY: This End-User License Agreewment
(“EULA”) s a legal between you (p tly aud‘or on behalf of
your exployer, as applicable) (“You” or “Licensee”) and Onitool Lid.
(“Oantool”) for the Omtool software product identified above, wiich includes
computer software and way feclude associated media, printed materials, and
“online” or elacironic documentation (“Product™). An amendment or

addendum 1o this EULA may accompany the Product.

FOUF AGREE T BE BOLTND BYTHE TERMS OF THIS ELILA, AND

REPRESENT THAT YOU HAVE THE CAPACITY AND AUTHORITFTQ

BIND FOURSELF AND FOU'R EMPLOYER, AS APFLICABLE, BY

OPENING THIS ENVELOPE, INSTALLING, COPFING, OR OTHERWISE
USING THE PRODICT. IF FOU D@ NOTAGREE, DO NOT OPENTHIS
ENVELOPE, INSTALL OR USE THE PRODICT; PROMPTLY RETURN

THIS PRODIUCT T0O THE SUPFLIER WHO PROVIDED IT. =

InstallShigld I < Back H Mewt > I { Cancel J

5 Select | ACCEPT THE TERMS OF THE LICENSE AGREEMENT, and click NEXT.
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The setup shows the installation options.

AccuRoute {tm) Server

Setup Type

InstallStield < Back Mest > Caneel

6 Select CUSTOM and click NEXT. The setup shows a list of AccuRoute features.

7 Select OBJECTARCHIVE, clear all the other features you are not installing at this time.

AccuRoute(tm) Server x|

Custom Setup
he tup and edit

[Meszage Server
[]Connector Package
[]Campanent Package

[10mtool Server Administratar
[1AecuR oute Inteligent Device Client

~[]Eschange 2003/2000 System Manager Extensian

InstallShield < Back Hest> Cancel

8 Click NEXT.

The setup checks the system for installation requirements and displays the results.
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t of prerequisites

Prerequisite Status

+ CPU Licensing validation Detected 1 CPU core.

-/ Micrasoft SOL Server SOL Express SP1 detected

+/ windows Server 05 ‘Windows Server 2003 detected [Version 9.2 5p 2]

InstallSficld < Back Next > Cancel

Note The setup cannot continue until all requirements are installed and configured. (Double-click an item in the list
for more information.) If any required components were not detected, click CANCEL and click YES to exit the
setup and install the components that are required to complete the installation.

9 Click NEXT to continue the installation.

The setup requests logon credentials for the Omtool service account. The NT Domain and User
Name fields are populated automatically based on the current Windows user.

AccuRoute®

Service Account

InstallShicld < Back Next> Cancel

10 Enter the logon credentials of the Omtool service account.
a In the NT DOMAIN text box, enter the name of the Windows domain.
b In the USER NAME text box, enter the user name.
c In the PASSWORD and CONFIRM PASSWORD text boxes, enter the password for the user.
d Click NEXT. The setup validates the user account and then displays options for the message database.
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12

AccuRoute{tm) Server

Message Database
Ei

pccul oute Serverl

n

InstallSheld { < Back H Mest> Cancel

Complete the database configuration:

The setup detects SQL Server 2008 or 2005. Verify that the SERVER field is populated with the
name of the server running the Microsoft SQL Server database application. Then manually add the
name of the SQL instance after the server name. For example: Servername\SQLInstanceName.
Otherwise you will get the following error: Failed to validate SQL connection
information.

Note The default value is the local server where the setup is running.

In the Database field, review the name of the message database name and modify it if necessary.

Note During installation, the database is created on the AccuRoute Server in
...\OMTOOL\OMTOOLSERVER\DATABASE.

Select the authentication method that the Omtool services use to access the database. Choose one of
the following:

» USE WINDOWS INTEGRATED AUTHENTICATION to use the Omtool service account. This is
the default.

» UsE SQL AUTHENTICATION to use SQL Server authentication. If you select this option, enter
the logon credentials in the User Name and Password fields.

Click NEXT. The setup prompts you to choose the ObjectArchive Workspace.
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AccuRoute(tm) Server

ObjectArchive Workspace

IristallShiald < Back Mext > Cancel

The default is C: \OaData. To choose another location, click BROWSE and select the location.

13 The setup validates the user account and then shows installation settings.

Installation Settings

Installing AccuR oute® Server v3.01
Selected Features: Object&rchive
Diestination C:\Program FileshomtoohOmtool Servert
Service Account. YMADS00NAdministrator
SOL Server Details
Server. hibiscushSOLE wpress

Database: AccuR outer Server
Use ‘windows Authentication

InstallShigld < Back Cancel

Note If other installation features are included, the setup might request additional information before displaying
installation settings.

14 Review the installation settings and click NEXT to start the installation. The setup installs the selected
component and displays a message indicating that the installation is complete.
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AccuRoute (tm) Server

InstallShield Wizard Complete

T

Inastall Shield < Back Cancel

15 Click FINISH.

After installation is complete, navigate to the C:\OaData folder and verify that the installation was successful. The
folder will contain four sub folders as shown below:

Address IE] C:i0abata

Name_~ | size | Tvpe | Date Modified | attributes |
|CF0aBackup File Folder 11/3/2009 11:14 AM
File Folder 1143f2009 11:14 AM
)0alog File Folder 11/3/2009 11:14 AM
() 0awarking File Folder 11/3/2009 11:14 AM

Configuring ObjectArchive

This section includes:
Configuring Volume List (8-8)

Configuring AccuRoute Server to point to ObjectArchive database (8-9)

Configuring Volume List

Creating Volume List

Any properties you specify in the newly created Volume List must also be specified in the Active Volume List.

To create a new volume list:

| Click START > ALL PROGRAMS > OMTOOL > OMTOOL SERVER ADMINISTRATOR.
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2 In the console tree, expand the AccuRoute Server.

3 Right click OBJECTARCHIVE and select NEW > VOLUME LIST from the drop down menu. The New
Volume List page opens.

4 In the NAME text box, enter an appropriate name.

In the FOLDER text box, the path to the list is listed as by default. If you want to change the default
path, make the necessary change.

Note By default 4 GB is allocated for OaVolumes. If the space is less than 4 GB, messages will fail. You can manually
configure the value to be greater or equal to 4GB.

6 Next, click INDEXING tab to open the Indexing page.
In the Properties to Index section, click ADD to open the Index Properties page.

8 Select from the PROPERTY drop box the message properties for indexing. Depending on your
environment, some message properties should always be indexed.

9 Click OK to close the Index Properties page.
10 Click OK to close the New Volume List page.

Configuring AccuRoute Server to point to ObjectArchive
database

In order to configure the AccuRoute Server to point to the ObjectArchive database, create the AccuRoute
Connector for DMS ObjectArchive.

To create the AccuRoute Connector for DMS ObjectArchive:

I Click START > ALL PROGRAMS > OMTOOL > OMTOOL SERVER ADMINISTRATOR.
2 In the console tree, expand the AccuRoute Server.
3 Right click CONNECTORS and select NEW ACCUROUTE CONNECTOR FOR > DMS. The License

page opens.
In the LICENSE text box, enter a valid license key.

Click NEXT. The Server Address page opens.

Click NEXT. The Display Name page opens.

In the NAME text box, enter OBJECTARCHIVE.

Click NEXT. The DMS Type page opens.

Select T2 - OBJECTARCHIVE from the drop down list.

VO 00O N O 1 b

10 Click NEXT. The ObjectArchiveServer page opens showing predefined Volume Lists for the
ObjectArchive you are connecting to.

11 Select the Volume List from the list and click FINISH.
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DMS configuration is now complete and the AccuRoute Connector for DMS ObjectArchive is now listed in the
Connectors details pane. Users can now use this connector to route documents for archiving.

Removing ObjectArchive

Use the following procedure to remove ObjectArchive:

To remove ObjectArchive:

| Click START > ALL PROGRAMS > CONTROL PANEL > ADD/REMOVE PROGRAMS to open the
Omtool Server Administrator.

2 Select ACCUROUTE SERVER and click CHANGE.

You are prompted to confirm that you want to delete the selection.

Note Always select CHANGE and not the REMOVE option. This is specially relevant if you have other components
installed on your system. If you select the Remove option, it will remove all components and not just
ObjectArchive.
3 Click YES to continue.
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Section 9: Installing Remote
Administrator

This section includes:
Introduction to Remote Administrator (9-1)

Requirements for Remote Administrator (9-2)

Installing Remote Administrator (9-3)

Starting Omtool Server Administrator and connecting to the AccuRoute Server (9-7)

Connecting to additional AccuRoute Servers (9-8)

Disconnecting an AccuRoute Server (9-8)

Introduction to Remote Administrator

Omtool Server Administrator is the management application for the AccuRoute Server. When installed on a remote
system, this server management application is called a Remote Administrator.

The Remote Administrator provides convenient access to the AccuRoute Server for administrators who support the
implementation. It includes support for Windows XP Professional, which allows administrators to manage the
AccuRoute Server from their personal workstations.

Note There is no known limit on the number of Remote Administrators that the AccuRoute Server can support.

Figure 9-A: AccuRoute Server with Omtool Server Administrator and Remote Administrators

The AccuRoute Server shown here has Omtool Server Administrator installed and three Remote Administrators. (This is an
example of a supported configuration. The AccuRoute Server must be installed with Omtool Server Administrator, but the
environment can have more or fewer Remote Administrators than shown in this illustration.)

Remote Administrator

AccuRoute server with Remote Administrator Remote Administrator
Omtool Server Administrator
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Requirements for Remote Administrator

This section includes:

Hardware and software requirements (9-2)

Other installation requirements (9-2)

Permissions requirements (9-2)

Hardware and software requirements

Remote Administrator requires a system that meets the following minimum requirements:
a Windows NT domain computer that belongs to the same domain as the AccuRoute Server

) Dual core processor; 2 GHz; 4GB of RAM; RAID 5W with 100 GB of disk space; DVD-ROM drive; and
Microsoft mouse or compatible pointing device

Note Omtool recommends using a core for each compose thread that is configured to do OCR. The AccuRoute
Server comes with 4 Compose threads. You can increase the number of threads as needed. Contact Omtool
Sales for more information.

) Windows 2008 64 bit, 2003 Standard Edition SP2 64 bit, Windows XP
a Microsoft Internet Explorer 7.0 or later

) Acrobat Reader 7.0 or later

Other installation requirements
Remote Administrator installation also requires the following:
a AccuRoute Server installation DVD (or access to a network copy of the AccuRoute Server setup)

a Windows user account that belongs to the AccuRoute Administrators group

Permissions requirements

Remote Administrator user accounts

O Windows user running Remote Administrator belongs to AccuRoute Admins group (Go to Creating
AccuRoute Admins group on 2-6.)
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Omtool service account

O Omtool service account has Distributed COM access, launch, and configuration permissions on the
Remote Administrator, and belongs to the local Administrators group on the Remote Administrator

Tip For instructions on configuring these Distributed COM permissions, consult Windows help or go to Configuring
Distributed COM permissions (2-6). Where the procedure indicates to log in to the AccuRoute Server, log in
to the Remote Administrator instead.

Installing Remote Administrator

To install Remote Administrator:

| Log in to the system where you will install the Remote Administrator using an account that belongs to
the AccuRoute Administrators group.

2 Insert the AccuRoute Server installation DVD into a DVD-ROM drive. Alternately, navigate to the
network share where you have kept the AccuRoute Server setup files.

3 Run \AMESSAGESERVER\SETUP.EXE.

The InstallShield wizard opens and configures your system for installation and displays a welcome
message.

AccuRoute(tm) Server

ome to the InstallShield Wizard for AccuRoutef{tm) Server

oL

Welc
-~

InstallShield <Back Newt> | Cancel
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4 Click NEXT. The setup shows the license agreement page.

AccuRoute (tm) Server

License Agreement
d th f the lic

END-USER LICENSE AGREEMENT

IMPORTANT-READ CAREFUTLLY: This End Liser License Agreement
(“EULA”}is a legal agreement beiween you (personally and-or on bedalf of
your employer, as applicable) (“Fou” or “Licensee”) aud Curtool Lid.
(“Omtool”} for the Omtool sofiware product accompanying this EULA, wiick
inclades computer software and may include associated medie, préwted

ials, and oniine or ic d (“Product”). An
amenduzert or addendum to this FULA may accompany the Product,

BY INSTALLING, COPFING OR OTHERWISE USING THE PRODUCT, YOU

ARE: (1) AGREEING T0 BE BOUND BYTHE TERMS OF THISEULA, (2)

REPRESENTING THAT YOU HAVE THE CAPACITY AND AUTHORITY

T0 BIND YOL'RSELF AND FOUR EMPLOYER, AS APPLICABLE, AND (3)

CONSENTING ON BEHALF OF YOUR EMPLOYER, ASAPPLICABLE, T0Q

BE BOUND BY THIS EUVLA. IF FOU DO NOTAGREE TOALL OF THE TERMY
ORDONOT REPRESENI THE FOREGOING DG =l

l < Back Next» 1 Cancel

5 Select | ACCEPT THE TERMS OF THE LICENSE AGREEMENT, and click NEXT. The setup shows the
installation options.

AccuRoute (tm) Server

Setup Type

IrstallShield <Back Hext > Cancel
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6 Select CUSTOM and click NEXT. The setup shows a list of AccuRoute features.

7 Select OMTOOL SERVER ADMINISTRATOR, clear all the other features that you are not installing.

AccuRoute (tm) Server

Custom Setup

[Meszage Server

[ Connector Package

[ Campanent Package

[ Madem Server
biectarchive

[JAeeuR oute Inteligent Device Client
[] Cliens Installe

[ Server Tools

[ Exchange 2003/2000 System Manager Extension

Install Shield ¢ Back Mewt > Cancel

8

AccuRoute (tm) Server

Prerequisites
Th

Prerequisite: Status

+ CPU Licensing validation  This server is not licensed by CPLU core count.

</ Intemmet Explorer Enhian.. - Intemet Explorer Enhanced Security has been disabled
/' Miciosoft KB121007 Checks to see if .3 filename support is enabled.

+/ Microsoft Difice Office 2003 detected

+ Wwindaws Server 05 ‘Windows Server 2003 detected [Wersion 5.2 3p 2]

InistallShied < Back Hext > Cancel

Note The setup cannot continue until all required components are installed. (Double-click an item in the list for more
information.) If any required components were not detected, click CANCEL and click YES to exit the setup and
install the components that are required to complete the installation.
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9 Click NEXT. The setup shows installation settings.

AccuRoute{tm) Server

Installation 5 ettings

Installing AccuRouteltm) Server v3.01

Selected Featurss: Omtoal Server Administrator

Destination C:\Program FileshomtooOmbool Server'

InstallSfiield < Back Cancel

Note If other installation features are included, the setup might request additional information before displaying
installation settings.

10 Review the installation settings and click NEXT to start the installation. The setup installs the selected
features and displays a message indicating that the installation is complete.

AccuRoute (tm) Server

InstallShield Wizard Complete

TnstallShicld < Back Finishi Cancel

1 Click FINISH.

Now that Remote Administrator is installed on the remote system, start Omtool Server Administrator and connect
to the AccuRoute Server.
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Starting Omtool Server Administrator and
connecting to the AccuRoute Server

To start Omtool Server Administrator and connect to the AccuRoute Server:

| Log in to the system where you installed the Remote Administrator using an account that belongs to
the AccuRoute Server admins group.

2 Click START > ALL PROGRAMS > OMTOOL > OMTOOL SERVER ADMINISTRATOR to open the
Omtool Server Administrator.

The Specify Omtool Message Server page opens. The NETWORK ADDRESS field is populated
with the name of the local system.

Specify Omtool Message Server

O Network Address: |KoLKATA

om
ciak [ Fnsh | Concel |
3 Enter the computer name or IP address of the AccuRoute Server and click FINISH. The Microsoft

Management Console starts and opens the Omtool Server Administrator snap-in.

"i omtoolserver - [Console RootiOmtool Server Administrator] (=] 3]

o Ele  Action View Favorites Window  Help |_ 8| x|

c=|EmR(ERm

(L] Console Rook
e

ROLKATA

Name
KOLKATA,

Tip

When Omtool Server Administrator is closed, Microsoft Management Console displays a message about saving
changes to the MSC file. This file records the current position of items in the console tree. To preserve the
console state, save the changes.

If prompted to update the MSC file, click YES.

Problems connecting to AccuRoute Server using Remote Administrator

If you are having trouble connecting to the AccuRoute Server using Remote Administrator, add the DCOM port 135
to the Exceptions list by keeping the Firewall ON. Now you should be able to connect to and launch the AccuRoute

Server without any issues.
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Connecting to additional AccuRoute Servers

To connect Omtool Server Administrator to additional AccuRoute Servers:

| Click START > ALL PROGRAMS > OMTOOL > OMTOOL SERVER ADMINISTRATOR to open the
Omtool Server Administrator.

2 Right-click OMTOOL SERVER ADMINISTRATOR in the console tree and select CONNECT.

The Specify Omtool Message Server page opens. The NETWORK ADDRESS field is populated
with the name of the local system.

Specify Omtool Message Server [ x]

O DMetwork Address: [KOLKATA,

om
ciock [ Fris | coneel |
3 Enter the computer name or IP address of the AccuRoute Server and click FINISH.

The Omtool Server Administrator establishes a connection to the AccuRoute Server and creates a
new node in the console tree under Omtool Server Administrator.

Disconnecting an AccuRoute Server

To disconnect Omtool Server Administrator from an AccuRoute Server:

| Click START > ALL PROGRAMS > OMTOOL > OMTOOL SERVER ADMINISTRATOR to open the
Omtool Server Administrator.

2 Expand the console tree and locate the AccuRoute Server that you want to disconnect.
Right-click the AccuRoute Server and select DISCONNECT from the drop down menu options.

The Omtool Server Administrator removes the server from the console tree.
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Section 10: Installing Remote Composer

This section includes:

Introduction to Remote Composer (10-1)

Requirements for Remote Composer (10-2)

Installing Remote Composer (10-4)

Adding the Composer to the AccuRoute Server (10-8)

Introduction to Remote Composer

AccuRoute Compose Component (Composer) is a system that performs message conversion tasks for the
AccuRoute Server. An AccuRoute Server supports multiple Composers, all managed by the Compose component
on the AccuRoute Server. A remote system that hosts a Composer is called a Remote Composer.

Figure 10-A: AccuRoute Server with local composer and Remote Composers

The AccuRoute Server shown here has a local Composer and three Remote Composers. (This is an example of a supported
configuration. The AccuRoute Server can run without a local Composer, and the environment can have more or fewer Remote
Composers than shown in this illustration.)

Local composer

A l
V

Compose component
on the AccuRoute server

Remote Composer Remote Composer Remote Composer

When you install an AccuRoute Server, the Compose component is installed as part of the Component Package and
a Composer is created locally. As Composers are added, the Compose component workload is distributed
automatically. Workload distribution can be manipulated by modifying the capabilities of each Composer. By default,
a General Composer composes all types of messages, all enabled file types and final formats, and all template types,
but each Composer can be modified to accept only certain types of jobs. This filtering enables a Composer to become
specialized for certain types of conversions. It is also possible to enforce policies that would cause messages with
certain types of files or templates to fail. For more information on configuring Composers, consult the Omtool Server
Administrator help.
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When scaling an environment with additional connectors or components, always consult an Omtool Technical
Support engineer. For contact information, see Omtool Support and Sales. The Omtool Technical Support engineer
can assist you in correctly identifying potential bottlenecks in the system based on workload and other factors.
Moreover, the Support engineer can provide helpful information on the overall impact of increasing the speed and
efficiency of the system. Performance and stability consulting are also available for a fee.

To purchase additional Composers, contact an Omtool Sales representative. If a detailed analysis of the environment
is necessary, the Omtool Technical Support engineer may recommend a fee-based consultation.

Requirements for Remote Composer

This section includes:

Hardware and software requirements (10-2)

Software requirements for message conversion (10-3)

Additional installation requirements (10-3)

Hardware and software requirements
Remote Composer requires a system that meets the following minimum requirements:
a Windows NT domain computer that always runs in the same domain as the AccuRoute Server

a Dual core processor; 2 GHz; 4GB of RAM; RAID 5W with 100 GB of disk space; DVD-ROM drive; and
Microsoft mouse or compatible pointing device

Note Omtool recommends using a core for each compose thread that is configured to do OCR. The AccuRoute
Server comes with 4 Compose threads. You can increase the number of threads as needed. Contact Omtool
Sales for more information.

O Windows 2008 64 bit, 2003 Standard Edition SP2 64 bit
a0 Disable Internet Explorer Enhanced Security Configuration (Windows Component).

If this component is not disabled, it will not let you proceed with the installation. After you disable the
component, you must reboot you system before proceeding with the installation.

O Microsoft Internet Explorer 7.0
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Software requirements for message conversion

The Remote Composer requires one of the following applications along with Microsoft Word. An item is required
only if the Composer needs to convert documents into file types associated with the application. For example, if you
are planning to use Crystal Reports for compose, it must be installed on the Composer. Also, if Microsoft Office is
not deployed in the LAN, the requirement does not apply.

a Microsoft Visio 2007/2003/XP/2000 for *.VSD and *.VDX message attachments
a Crystal Reports v10.0 or earlier for *.RPT message attachments
a Microsoft Word 2007/2003/XP/2000 for *.DOC Routing Sheet templates
Note Routing Sheet templates are provided in ¥ DOC and * OMTPL format, and these templates can be edited in

Word and WordPad respectively. If *. DOC templates are used, then Word is required on the composer because
the Composer converts all ¥.DOC Routing Sheet templates using Word. The Composer cannot be configured
to use any other conversion method. For more information on Routing Sheet templates, consult the AccuRoute
Desktop installation guide. Go to Related documentation on |-4.

) Microsoft Office 2007/2003/XP/2000 for *. DOC, * DOCX, *.XLS, *. XLSX, *.PPT, and *.PPTX message
attachments (recommended)

Important Visual Basic for Applications is required for PowerPoint document conversion. You must install this component
for PPT and PPTX document formats to compose successfully on the AccuRoute Server. If this component is
not installed, and you try to compose a PowerPoint document, you will get an error.

If multiple versions of an application are deployed in the LAN, the most recent version must be installed on the
Composer. For example, if Office 2007 and 2003 are deployed, then Office 2007 must be installed on the Composer.

Additional installation requirements

Remote Composer installation also requires the following:

a AccuRoute Server installation DVD (or access to a network copy of the AccuRoute Server setup)
a Windows user account that belongs to the AccuRoute Administrators group
a License key for each additional Composer
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Note A license key is not required if the local Composer is being moved to a remote system.

a Verifying the NtfsDisable8dot3NameCreation registry value is set to 0

In case your system does not have the registry key, you must manually enable the key and set the value
to 0. For instructions, see Enabling 8.3 Name Creation on NTFS Partitions (2-27).

Installing Remote Composer

Note Before installing a Remote Composer on a Windows 2008 system, allow DCOM port 135 as an exception.
Otherwise you will not be able to add the Remote Composer.

To install Remote Composer:

| Log in to the system where you will install the Remote Composer using an account that belongs to the
AccuRoute Administrators group.

2 Insert the AccuRoute Server installation DVD into a DVD-ROM drive. Alternately, navigate to the
network share where you have kept the AccuRoute Server setup files.

3 Run \AMESSAGESERVER\SETUP.EXE.

The InstallShield wizard opens and configures your system for installation and displays a welcome
message.

AccuRoute(tm) Server

Welcome to the InstallShield Wizaid for AccuR oute(tm] Server

Cancel
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4 Click NEXT. The setup shows the license agreement page.

License Agreement
R

END-USER LICENSE AGREEMENT

IMPORTANT- READCAREFULLY: This End-User License Agreement
(“EULA7)is a legal ag baiw you (p Hy and‘or on bekalf of
your amployer, os applicable) (“Fou” or “Licensee”) and Omtool Lid.
(“Onttool”) for the Ontlool sofiware product identified above, which includes
computer sofiware and may include associated medio, printed malerials, and
“online” or elecironic documentation {“Product”). An amendment or

addendum o ikis EULA may accompany the Product.

YOU AGREE T0 BE BOLUFND BYTHE TERMYS OF THISEULA, AND

REPRESENT THAT YOU HAVE THE CAPACITY AND AUTHORITY TO

BIND FOURSELF AND FOUR EMPLOYER, AS APPLICABLE, BFY

OPENING THIS ENVELOPE, INSTALLING, COPYING, OR OTHERWISE
LSING THE PRODUCT. IF YOU DO NOTAGREE, DO NOT OPEN THIS
ENVELOPE, INSTALL OR USE THE PRODUCT; PROMPTLY RETURN

THIS PRODITCT TO THE SUPPLIER WHQ PROVIDED IT. ;I

Insstall Shield < Back Mext > Cancel

5 Select | ACCEPT THE TERMS OF THE LICENSE AGREEMENT, and click NEXT. The setup shows the
installation options.

AccuRoute {tm) Server

Setup Type

InstallShield < Back Mext > Cancel

6 Select CUSTOM and click NEXT. The setup shows a list of AccuRoute features.

7 Select COMPONENT PACKAGE, clear all the other features that you are not installing at this time.
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AccuRoute (tm) Server

Custom Setup

[|Message Server
mnector Package

[Modem Server
[ Objectarchive

Omtaol 5erver Administrator
AccuRoute Inteligent Device Client
Clierts Installs
[]5erver Tools
- [ Exchange 2003/2000 System Manager Extension

InstallShisld < Back Newt > Cancel

8 Click NEXT.

The setup checks the system for installation requirements and displays the results.

AccuRoute {(Em) Server

Prerequisites

Prerequisite Status

-/ CPU Licensing validation  This server is not licensed by CPU core count

-/ Intemet Explorer Enhan... Internet Explorer Enkianced Security has been disabled.
-/ Microsaft KB121007 Checks to see it 8.3 filename support is enabled.

-/ Wicrosoft Office Office 2003 detected

-/ windows Server 05 windows Server 2003 detected [Wersion 5.2 =p 2]

InstallSfeld < Back Nest > Cancel

Note The setup cannot continue until all required components are installed. (Double-click an item in the list for more
information.) If any required components were not detected, click CANCEL and click YES to exit the setup and
install the components that are required to complete the installation.

9 Click NEXT to continue the installation.

The setup requests logon credentials for the Omtool service account. The NT Domain and User
Name fields are populated automatically based on the current Windows user.
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Service Account

Enter t infarmation to rur the:

TITANIA

| Auchmiinistr abor

Insstall Shield < Back Mext > Cancel

10 Enter the logon credentials of the Omtool service account.

In the NT Domain field, enter the name of the Windows domain.
In the User Name field, enter the user name.
c In the Password and Confirm Password fields, enter the password for the user.

1 Click NEXT. The setup validates the user account and then shows installation settings.

AccuRoute{tm) Server

Installation Settings

Instaling AccuRoute(tm] Server v3.01
Selected Features: Component Package
Drestination C:\Program Fileshomtool\Omtaol Servers

Service Account  WYMADBO0NAdministrator

InstallSfeld < Back Cancel

Note If other installation features are included, the setup might request additional information before displaying
installation settings.

12 Review the installation settings and click NEXT to start the installation. The setup installs the selected
component and displays a message indicating that the installation is complete.
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AccuRoute (tm) Server

InstallShield Wizard Complete

Installfield < Back

13 Click FINISH.

Finizh

Cancel

Now that Remote Composer is installed on the remote system, add the Composer to the Compose component on
the AccuRoute Server. Continue to Adding the Composer to the AccuRoute Server.

Adding the Composer to the AccuRoute Server

To add a new Composer to the AccuRoute Server, go to Adding a new Composer (10-8). To replace the local

Composer with the new Remote Composer, go to Replacing the local Composer with the new Remote Composer
(10-10).

For each additional Composer you add to your environment, you must get a license key from Omtool. Contact
Omtool Sales for more information.

Adding a new Composer

To add a new Composer to the AccuRoute Server:

| Click START > ALL PROGRAMS > OMTOOL > OMTOOL SERVER ADMINISTRATOR to open the
Omtool Server Administrator.

= f, Ortoal Server Administrakor
E- ) KOLKATA

¢ Omtool web Center
ﬁ Messages

Connectars

Cormponents
Rules
i Registered Users
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2 In the console tree, click COMPONENTS.
3 Double-click COMPOSE in the details pane to open the Compose Properties page.
x
OCR | Document Spliting | Engines | Journal |
General Composers | Conversions | Caompression

ﬁ Compase
—= Manages the compasition of messages inta the final form.

Instances: 3: [1 Maximum]

oK I Cancel | Help

4 Click COMPOSERS option.
x
General | Conversions | Document Spiting |
Compression | OCR | Engines Composers Joumnal
Enabled | SewverAddress | Description [ Add
localhost DCF: only o
localhost General AJDDW 22

Delste

0k | Cancel | Hen |

5 Click ADD. The Add Composer Package page opens.

Add Composer Package x|
Server Addiess
License key:

Cancel_|

6 In the SERVER ADDRESS text box, enter the machine name or IP address of the Remote Composer.

In the LICENSE KEY text box, enter the license key.

8 Click OK.
The system validates the license key. If the validation is successful, the Composer is added to the
Compose component.

9 Click OK to close the Composer page.

The Remote Composer begins performing conversion tasks immediately.
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Replacing the local Composer with the new Remote
Composer

For each additional Composer you add to your environment, you must purchase a license key from Omtool.

Note To remove the General Composer, follow the procedure below.

To replace the local Composer with the new Remote Composer:

| Click START > ALL PROGRAMS > OMTOOL > OMTOOL SERVER ADMINISTRATOR to open the
Omtool Server Administrator.

(1% Omtool Server Administrator
B KoLKaTa

Omtoal Web Center

£H Messages

Th Connectors

; Components
Rules
E Reqistered Users

2 In the console tree, click COMPONENTS.

Double-click COMPOSE in the details pane to open the Properties page.

Properties for Compose il
OCR | Document Spliting | Engines | Journal |
General Camposers | Canversions | Compression

Compose

Manages the compasition of messages inta the final form.

Instances: 3: [1 Maximum]

oK I Cancel | Help

4 Click COMPOSERS option.
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Properties for Compose il

General I Conversions | Document Splitting |
Compressian | Och | Engines Compasers Journal
Enabled | ServerAddress | Description |
localhost OCR only
locahost General IR

Defete

0K I Cancel | Help I

5 Select LOCALHOST, click DELETE, and then click YES to continue. The local Composer is removed.
Tip The local Composer must be removed first so that the new Composer can be added without a license key.
6 Click ADD. The Add Composer Package page opens.

Add Composer Package 5[
Server Address

License key

In the LICENSE KEY text box, enter the license key.

8 Click OK.
The system validates the license key. If the validation is successful, the Composer is added to the
Compose component.

9 Click OK to close the Composer page.

The Remote Composer begins performing conversion tasks immediately.
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Section | I: Installing Remote Modem
Server

This section includes:

Introduction to Remote Modem Server (11-1)

Requirements for Remote Modem Server (I 1-2)

Installing and testing the fax board and Brooktrout System Software (1 1-3)

Installing the Remote Modem Server (I1-3)

Detecting the channels on the Modem Server (1 1-8)

Configuring the path to the Telco share directory (11-9)

Introduction to Remote Modem Server

A Modem Server is a server that sends and/or receives faxes for the AccuRoute Server. It consists of at least one
locally installed fax board, Brooktrout System Software / Drivers, and Omtool Modem Server software.

An AccuRoute Server supports multiple Modem Servers, all managed by the AccuRoute Connector for Telco on the
AccuRoute Server. A remote system that hosts a Modem Server is called Remote Modem Server.

Figure I 1-A: AccuRoute Server with local Modem Server and Remote Modem Servers

The AccuRoute Server shown here has a local Modem Server and three Remote Modem Server with a AccuRoute Connector
for Telco managing all of them. (This is an example of a supported configuration.)

Local Modem Server

Telco connector
on the AccuRoute server

Remote Modem Server Remote Modem Server Remote Modem Server

The AccuRoute Server can run without a local Modem Server, and the environment can have more Telco connectors
or fewer Remote Modem Servers than shown in this illustration. The AccuRoute Connector for Telco can be
configured to monitor one Telco share, an intermediary repository for inbound and outbound faxes.

Modem Servers are supported in these configurations:
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AccuRoute Connector for Telco with one Modem Server in the LAN
AccuRoute Connector for Telco with multiple Modem Servers in the LAN

multiple AccuRoute Connectors for Telco, each with one or more Modem Servers in the LAN

Using multiple AccuRoute Connectors for Telco delivers additional benefits to environments with special faxing
requirements:

reduced faxing costs - With multiple AccuRoute Connectors for Telco, the AccuRoute Server can
be configured to deliver faxes using the Modem Server that is closest to the destination which can
reduce long distance telephones charges.

failover support - Through rules, the AccuRoute Server can be configured to route outbound faxes
to one AccuRoute Connector for Telco but if delivery fails, the AccuRoute Server can route the
outbound faxes to another AccuRoute Connector for Telco.

increased efficiency - Multiple AccuRoute Connectors for Telco provide built-in workload
distribution based on the AccuRoute Server configuration, the AccuRoute Connector for Telco
configuration, and rules.

When scaling an environment with additional connectors or components, always consult an Omtool Technical
Support engineer. For contact information, see Omtool Support and Sales. The Omtool Technical Support engineer
can assist you in correctly identifying potential bottlenecks in the system based on workload and other factors.
Moreover, the Support engineer can provide helpful information on the overall impact of increasing the speed and
efficiency of the system. Performance and stability consulting are also available for a fee.

To purchase additional Modem Server, contact an Omtool Sales representative. If a detailed analysis of the
environment is necessary, the Omtool Technical Support engineer may recommend a fee-based consultation.

Requirements for Remote Modem Server

This section includes:

Hardware and software requirements (| 1-2)

Additional installation requirements (I 1-3)

Hardware and software requirements

A Remote Modem Server requires a system that meets the following minimum requirements:

a

a

Windows NT domain computer that always runs in the same domain as the AccuRoute Server

Dual core processor; 2 GHz; 2GB of RAM for Tlline (2-24 channels) or 4 GB RAM for two T1 lines
(24-48 channels); RAID 5W with 100 GB of disk space; DVD-ROM drive; and Microsoft mouse or
compatible pointing device
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a Windows 2008 64 bit, 2003 Standard Edition SP2 64 bit
a AccuRoute Connector for Telco - this requires a purchased license
a Microsoft Internet Explorer 7 or later
Additional installation requirements
Remote Modem Server installation also requires the following:
a AccuRoute Server installation DVD (or access to a network copy of the AccuRoute Server setup)
a Windows user account that belongs to the AccuRoute Administrators group
Note Remote Modem Server requires installation of at least one supported Brooktrout fax board and Brooktrout

System Software. For additional requirements on installing the fax board and Brooktrout System Software,
consult the fax board installation guide: For information on fax board installation, consult the: The modem driver

Installation and Configuration Guide.

Installing and testing the fax board and Brooktrout
System Software

Before Remote Modem Server is installed, at least one fax board must be installed locally with the Brooktrout System
Software. For instructions on installing the fax board and Brooktrout System Software, consult the The modem

driver Installation and Configuration Guide.

Installing the Remote Modem Server

To install Remote Modem Server:

| Log in to the system where you will install the Remote Modem Server using an account that belongs to
the AccuRoute Administrators group.
2 Insert the AccuRoute Server installation DVD into a DVD-ROM drive. Alternately, navigate to the

network where you have kept the AccuRoute Server setup files.

3 Run \AMESSAGESERVER\SETUP.EXE.
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4

5

The InstallShield wizard opens and configures your system for installation and displays a welcome

message.

AccuRoute(tm) Server

InstallShicld

Welcome to the InstallShield Wizard for AccuRoute(tm] Server

Cancel

AccuRoute® Server

License Agreement

Click NEXT. The setup shows the license agreement page.

END-USER LICENSE AGREEMENT

IMPORTANI-READ CAREFULLY: This End-User License Agreement
(“EULA")is a legal between you (p iy aud/or on behalf of
your emplayer, as apphicabie) (“Fou” or “Licensee”) and Onttool Lid.
(“Orntool”}for the Omtool software product ideutified above, witich includes
computer software and may fuclude associated media, printed materials, and
“online” or electronic documentation (“Product”). An amendment or
addendum to tis EULA may accompany tke Product,

YOU AGREE TO BE BOUND BYTHE TERMS OF THISEULA, AND

REPRESENT THAT YOU HAVE THE CAPACITYAND AUTHORITF IO

BIND FOURSELF AND FOUR EMPLOYER, AS APPLICABLE, BY

OPENING THIS ENVELOPE, INSTALLING, COPYING, OR OTHERWISE
USING THE PRODUCT. IF FOU DO NOTAGREE, DO NOT OPENTHIS
ENVELOPE, INSTALL OR USE THE PRODUCT; PROMPTLY RETURN

THIS PRODUCT TO THE SUPPLIER WHO PROVIDED IT, =

< Back Nest » Cancel

Select | ACCEPT THE TERMS OF THE LICENSE AGREEMENT, and click NEXT.
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The setup shows the installation options.
uRoute (tm) Server
Setup Type
< Back Mext » Cancel
6 Select CUSTOM and click NEXT. The setup shows a list of AccuRoute features.
7 Select MODEM SERVER, clear all the other features you are not installing at this time.

[]Message Server
[]Connector Package
[ Component Package

[7] Omtool Server Administrator
[JAccuRoute Intelligent Device Client
~1-[] Clients Irstalls
[JAccuRoute Desktop
[]CostRecovery
] FaxCenter
[ Forms Publisher
[ Summalion Add-on
[JAccuRoute Web
[ MewFeaturel
[]Gerver Taok
[]Exchange 2003/2000 System Manager Extension

InstallSfield ¢ Back Mest > Cancel

8 Click NEXT.
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The setup checks the system for installation requirements and displays the results.

x|
Prerequisites
Th
aind i

Prerequisite:
+/ Windows Server 05 “windows 2003 detected [Mersion 5.2.3790)

= with the installation

InstallShield < Back HNext > Cancel

Note The setup cannot continue until all required components are installed. (Double-click an item in the list for more
information.) If any required components were not detected, click CANCEL and click YES to exit the setup and
install the components that are required to complete the installation.

9 Click NEXT to continue the installation.

The setup requests logon credentials for the Omtool service account. The NT Domain and User
Name fields are populated automatically based on the current Windows user.

TITAMIA

InstallShield < Back Hext » Cancel

10 Enter the logon credentials of the Omtool service account.
a In the NT Domain field, enter the name of the Windows domain.

b In the User Name field, enter the user name.
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In the Password and Confirm Password fields, enter the password for the user.

Note If other installation features are included, the setup might request additional information before displaying
installation settings.

AccuRoute(tm) Server

Installation Settings

05

Installing Accul outeftm) Server w301

Selected Features: Modem Server
Destination C:\Program Files\omtoolOmtool Servert,

Service Account  WMADS00M dministrator

InstallShield

Cancel

11 Review the installation settings and click NEXT to start the installation. The setup installs the modem
server and displays a message indicating that the installation is complete.

AccuRoute (tm) Server

InstallShield Wizard Complete

Tl

InstallShield < Back Finish Cancel

12 Click FINISH.

13 Continue to Detecting the channels on the Modem Server.
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Detecting the channels on the Modem Server

After you have installed the Remote Modem Server, you must configure the AccuRoute Connector for Telco to
detect the channels on the Remote Modem Server. After the channels have been detected, the properties of each
channel, such as send and receive properties, can be configured in the AccuRoute Connector for Telco properties.

To detect the channels on the Modem Server:

| Click START > ALL PROGRAMS > OMTOOL > OMTOOL SERVER ADMINISTRATOR to open the
Omtool Server Administrator.

=% Omtocl Server Administrator
B2 KoLkaTa

4B omtool Web Center
ﬁ Messages

s Connectors

g Components
% Rules
H Registered Users

2 Click CONNECTORS in the console tree, and double-click TELCO in the details pane.

The Properties page opens.
x

General | Ehannelsl Dialing Hulesl Top LineI Joumall

E‘ Telco Connector

Sends and receives fax messages over fax boards.

Mame: ITeIco on the Server

License: Ll - W

Instances: |1_ E [1 M aximum)

[¥ Enable Connectar

Manage Connector Profile:

Genifax... |

Advanced... |
QK I Cancel | Help |

3 Click Channels and then click DETECT CHANNELS. The Detect Channels page opens.

4 In the REMOTE SERVER ADDRESS text box, enter the machine name or the IP Address of the
Remote Modem Server and click DETECT Now.

5 Configure the channels if necessary, and then click OK.

For more information on configuring the channels, consult the Omtool Server Administrator help. (Go
to Related documentation on [-4.)
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Configuring the path to the Telco share directory

After you have detected the channels, you can configure the path to the Telco share directory to be a UNC path.

Note The UNC path of the AccuRoute Server is filled in by default.

If you specify a full path what will happen is this: when the configuration file are written to the remote modem server,
the remote modem channels will look for “c:\” for the send and receive queues. But they should be looking at the
AccuRoute Server for the queues.

To configure the path to the Telco share directory:

| Click START > ALL PROGRAMS > OMTOOL > OMTOOL SERVER ADMINISTRATOR to open the
Omtool Server Administrator.

=17 Orkoc] Server Administrator
B8 KOLKATA

4B ombool Web Center
% Messages

Connectors
Components
é Rules
) Registered Users

2 Click CONNECTORS in the console tree, and double-click TELCO in the details pane.

The Properties page opens.

Propetties for Telco on the Seryver =

General | Ehannelsl Dialing Hulesl Top LineI Joumall

E‘ Teleo Connectar
Lo Sends and receives fax messages over fax boards.

Mame: ITeIco on the Server

License: (- e 4

Instances: |1_ 3: [1 M aximum)

[¥ Enable Connectar

Manage Connector Profile:

Genifax... |

Advanced... |
QK I Cancel | Help |
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3 Click ADVANCED to open the Telco Advanced Properties page.
x
Advanced |

Path to telco share directany:

The telco share directory iz the folder into which the Telco
connector and the modem servers place files that are ready for
processing.

The telco share directory does not have to be located on the same
zyztem az the Omtool Message Server or on a spstem with a modem
SErVE

Locating the telco share directory on a separate spstem provides
failover by spreading out the telco processing over multiple spstems.

Telca share Minimum Disk Space % |5
|5

Modem Recvlocal Minimumn Disk Space %

QK I Cancel | Help |

In the PATH TO TELCO SHARE DIRECTORY text box, the UNC path of the AccuRoute Server is filled
in by default.

4 Modify the path if necessary. You can, for example, specify the name of the system instead of providing
the IP Address. Add a trailing backslash at the end. (For example
\\123.4.5.678\telcoshare)).

5 Click OK and then OK to save your changes and close the Properties page.
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Section |2: Installing Remote Embedded
Directive Manager

This section includes:

Introduction to Remote Embedded Directive Manager (12-1)

Requirements for Remote Embedded Directive Manager (12-2)

Installing Remote Embedded Directive Manager (12-3)

Adding Remote Embedded Directive Manager to the AccuRoute Server (12-8)

Removing Embedded Directive Manager (12-9)

Introduction to Remote Embedded Directive
Manager

Embedded Directive Manager is a component that processes messages that are routed to the Embedded Directive
Manager based on rules (This includes scanning documents for bar codes and Embedded Directive IDs, applying
Embedded Directive IDs to messages, and applying MyAccuRoute configurations to messages.)

When the AccuRoute Server is installed, the Embedded Directive Manager component is created locally. (It is
installed automatically as part of the Component Package.) Embedded Directive Manager can also be installed on a
remote system. This is called a Remote Embedded Directive Manager.

Having multiple Embedded Directive Managers distributes the component workload. Workload distribution is
automatic; it is not configurable.

Note The local Embedded Directive Manager component on the AccuRoute Server can be removed, but only if a
Remote Embedded Directive Manager exists.

Figure 12-A: AccuRoute Server with Remote Embedded Directive Managers

The AccuRoute Server shown here does not have a local Embedded Directive Manager but has three Remote Embedded
Directive Managers. (This is an example of a supported configuration. The AccuRoute Server can have a local Embedded Directive
Manager, and the environment can have more or fewer Remote Embedded Directive Managers than shown in this illustration.)
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Remote Embedded
Directive Manager

A\ e N\

AccuRoute server

Remote Embedded Remote Embedded
Directive Manager Directive Manager

When scaling an environment with additional connectors or components, always consult an Omtool Technical
Support engineer. For contact information, see Omtool Support and Sales. The Omtool Technical Support engineer
can assist you in correctly identifying potential bottlenecks in the system based on workload and other factors.
Moreover, the Support engineer can provide helpful information on the overall impact of increasing the speed and
efficiency of the system. Performance and stability consulting are also available for a fee.

To purchase additional Embedded Directive Manager component licenses, contact an Omtool Sales representative.
If a detailed analysis of the environment is necessary, the Omtool Technical Support engineer may recommend a fee-
based consultation.

Requirements for Remote Embedded Directive
Manager

This section includes:

Hardware and software requirements (12-2)

Additional requirements (12-3)

Hardware and software requirements

Remote Embedded Directive Manager requires a system that meets the following minimum requirements:
a Windows NT domain computer that always runs in the same domain as the AccuRoute Server

a Dual core processor; 2 GHz; 4GB of RAM; RAID 5W with 100 GB of disk space; DVD-ROM drive; and
Microsoft mouse or compatible pointing device
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Windows 2008 64 bit, 2003 Standard Edition SP2 64 bit
Disable Internet Explorer Enhanced Security Configuration (Windows Component).

If this component is not disabled, it will not let you proceed with the AccuRoute Server installation.
After you disable the component, you must reboot the system before proceeding with the server
installation.

Additional requirements

Remote Embedded Directive Manager installation also requires the following:

a

a

AccuRoute Server installation DVD (or access to a network copy of the AccuRoute Server setup)
Windows user account that belongs to the AccuRoute Administrators group

License key for Remote Embedded Directive Manager

Contact Omtool Customer Service for the license key. There are no fees associated with this license.
Verifying the NtfsDisable8dot3NameCreation registry value is set to 0

In case your system does not have the registry key, you must manually enable the key and set the value
to 0. For instructions, see Enabling 8.3 Name Creation on NTFS Partitions (2-27).

Installing Remote Embedded Directive Manager

To install Remote Embedded Directive Manager component:

Log in to the system where you will install the Remote Embedded Directive Manager using an account
that belongs to the AccuRoute Administrators group.

Insert the AccuRoute Server installation DVD into a DVD-ROM drive. Alternately, navigate to the
network where you have kept the AccuRoute Server setup files.

Run \AMESSAGESERVER\SETUP.EXE.
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4

5

The InstallShield wizard opens and configures your system for installation and displays a welcome

message.

AccuRoute(tm) Server

InstallShidld

Welcome to the InstallShield Wizard for AccuRoute(tm] Server

Cancel

AccuRoute® Server

License Agreement

Click NEXT. The setup shows the license agreement page.

END-USER LICENSE AGREEMENT

IMPORTANI-READ CAREFULLY: This End-User License Agreement
(“EULA")is a legal between you (p iy aud/or on behalf of
your emplayer, as apphicabie) (“Fou” or “Licensee”) and Onttool Lid.
(“Orntool”}for the Omtool software product ideutified above, witich includes
computer software and may fuclude associated media, printed materials, and
“online” or electronic documentation (“Product”). An amendment or
addendum to tis EULA may accompany tke Product,

YOU AGREE TO BE BOUND BYTHE TERMS OF THISEULA, AND

REPRESENT THAT YOU HAVE THE CAPACITYAND AUTHORITF IO

BIND FOURSELF AND FOUR EMPLOYER, AS APPLICABLE, BY

OPENING THIS ENVELOPE, INSTALLING, COPYING, OR OTHERWISE
USING THE PRODUCT. IF FOU DO NOTAGREE, DO NOT OPENTHIS
ENVELOPE, INSTALL OR USE THE PRODUCT; PROMPTLY RETURN

THIS PRODUCT TO THE SUPPLIER WHO PROVIDED IT, =

< Back Nest » Cancel

Select | ACCEPT THE TERMS OF THE LICENSE AGREEMENT, and click NEXT.

©2012 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.



AccuRoute Server Installation and Integration Guide

Section 12: Installing Remote Embedded Directive Manager

The setup shows the installation options.

cuRoute (tm) Server

Setup Type

InstallStield < Back Mest > Caneel

6 Select CUSTOM and click NEXT. The setup shows a list of AccuRoute features.

7 Select COMPONENT PACKAGE, clear all the other features you are not installing at this time.

uRoute (tm) Server

Custom Setup

[Message Server
Connector Package

[Modem Server
[ Dbijecttrchive
[ Ormtosl Server Admiristrator

[JAccuRoute Inteligent Device Client

[[]Clierts Installs

[ Server Tooks

[]Exchange 2003/2000 System Manager E stension

InstallShigld < Back Mext> Cancel

8 Click NEXT.
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10

The setup checks the system for installation requirements and displays the results.

AccuRoute (tm) Server x|

Prerequisites

Prerequisite: Status

+ CPU Licensing validation  This server is not licensed by CPU core count.

+ Intemet Explorer Erhan... Intermet Explorer Enbanced Security has besn disablad
+ Microsoft KB121007 Checks to see if 8.3 filename support is enabled

+/ Microsoft Dffice Office 2003 detected

+/ Wwindows Server 05 “windows Server 2003 detected [Version 5.2 sp 2]

Al prere with the installation

InstallShidd <Back Mesxt > Cancel

Note The setup cannot continue until all required components are installed. (Double-click an item in the list for more
information.) If any required components were not detected, click CANCEL and click YES to exit the setup and
install the components that are required to complete the installation.

Click NEXT to continue the installation.

The setup requests logon credentials for the Omtool service account. The NT Domain and User
Name fields are populated automatically based on the current Windows user.

AccuRoute®
Service Account
Enter th 1t inf

TITAMIA

-

InstallShisld < Back Mext > Cancel

Enter the logon credentials of the Omtool service account.
In the NT Domain field, enter the name of the Windows domain.
In the User Name field, enter the user name.

In the Password and Confirm Password fields, enter the password for the user.
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1 Click NEXT. The setup validates the user account and then shows installation settings.

AccuRoute({tm) Server x|

Installation Sett

Irstaling AccuRouteftm) Server v3.01
Selected Features: Component Package
Destination C:\Program Files\omtool\Omtacl Servert

Service Account.  YMADS00MAdministrator

InstallShield < Back [Next> | Carcel

Note If other installation features are included, the setup might request additional information before displaying installation
settings.

12 Review the installation settings and click NEXT to start the installation. The setup installs the selected
component and displays a message indicating that the installation is complete.

AccuRoute (tm) Server

InstallShield Wizard Complete

InstallShield <Back Finich Cancel

13 Click FINISH.

Now that Remote Embedded Directive Manager is installed on the remote system, add the new Embedded Directive
Manager component to the AccuRoute Server. Continue to Adding Remote Embedded Directive Manager to the
AccuRoute Server.
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Adding Remote Embedded Directive Manager to
the AccuRoute Server

6

To add Remote Embedded Directive Manager to the AccuRoute Server:

Click START > ALL PROGRAMS > OMTOOL > OMTOOL SERVER ADMINISTRATOR to open the

Omtool Server Administrator.

In the console tree, right-click COMPONENTS and select NEw > EMBEDDED DIRECTIVE MANAGER

COMPONENT.

The Create New Embedded Directive Component wizard opens the License page. By default, the
LICENSE text box is populated with the license key used to install the AccuRoute Server.

Create New Embedded Directive Component
License

Ertter the license to enable configuration of
this product,

License:
r—

om

ciock [ Mets | comel |

Delete the AccuRoute Server license and enter the license key for Remote Embedded Directive

Manager in the LICENSE text box.

Click NEXT. The wizard opens the Server Address page.

Create New Embedded Directive Component: 5[

Server Address
Eriter the name of the computer whers the component is instal
i

Server Address;
& Bl on the Omiool Message Server
om

" Remote Server

cBack [ Mewts | Coneel |

Select REMOTE SERVER option and enter the computer name or IP address of the system running

Remote Embedded Directive Manager.
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7 Click NEXT. The wizard verifies that Remote Embedded Directive Manager is installed and displays a
message indicating that the configuration is complete.

Create New Embedded Directive Component

Congratulations!
“rou have completed the configuration.

Click Finish to create the Component.
Click Back ta change the settings. Click Cancel ta exit

Embedded Directive Component

Running on arete

< Back Cancel |

Click FINISH. The wizard adds the component to the components list in the details pane.
9 Restart the Omtool Component Manager service on the AccuRoute Server.

10 If removing the local instance of Embedded Directive Manager from the AccuRoute Server, continue
to Removing Embedded Directive Manager.

Removing Embedded Directive Manager

Use the following procedure to remove Embedded Directive Manager from the AccuRoute Server or a remote
system.

Note Embedded Directive Manager on the AccuRoute Server can be removed only if a Remote Embedded Directive
Manager exists.

To remove Embedded Directive Manager or Remote Embedded Directive Manager:

| Click START > ALL PROGRAMS > OMTOOL > OMTOOL SERVER ADMINISTRATOR to open the
Omtool Server Administrator.

2 In the console tree, click COMPONENTS.

Right click the EMBEDDED DIRECTIVE MANAGER you want to remove and select DELETE from the
drop down menu options.

You are prompted to confirm that you want to delete the selection.
4 Click YES to continue. The component is removed from the list.

5 Restart the Omtool Component Manager service on the AccuRoute Server.
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Section |3: Installing Remote AccuRoute
Connector for DMS Libraries

This section includes:

Introduction to Remote AccuRoute Connector for DMS Libraries (13-1)

Requirements for Remote AccuRoute Connector for DMS Libraries (13-2)

Installing Remote AccuRoute Connector for DMS Libraries (13-3)

Adding Remote AccuRoute Connector for DMS Libraries to the AccuRoute Server (13-7)

Removing Remote AccuRoute Connector for DMS Libraries (13-9)

Introduction to Remote AccuRoute Connector for
DMS Libraries

The AccuRoute Connector for DMS Libraries routes documents from the server to your company document
management system (DMS).

When routing an inbound document, the AccuRoute Connector for DMS Libraries creates a document ID and a
pending document in the DMS. When the actual document arrives at the destination DMS server, the AccuRoute
Connector for DMS Libraries locates the placeholder and replaces it with the actual document.

After installing the AccuRoute Server, you can create an AccuRoute Connector for DMS Libraries locally. The
AccuRoute Connector for DMS Libraries that is installed on a remote system is called Remote AccuRoute
Connector for DMS Libraries.

When scaling an environment with additional connectors or components, always consult an Omtool Technical
Support engineer. For contact information, see Omtool Support and Sales. The Omtool Technical Support engineer
can assist you in correctly identifying potential bottlenecks in the system based on workload and other factors.
Moreover, the Support engineer can provide helpful information on the overall impact of increasing the speed and
efficiency of the system. Performance and stability consulting are also available for a fee.

To purchase additional AccuRoute Connector for DMS Libraries licenses, contact an Omtool Sales representative.
If a detailed analysis of the environment is necessary, the Omtool Technical Support engineer may recommend a fee-
based consultation.
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Requirements for Remote AccuRoute Connector
for DMS Libraries

This section includes:

Hardware and software requirements (|3-2)

Additional requirements (|3-2)

Hardware and software requirements

Remote AccuRoute Connector for DMS Libraries requires a system that meets the following minimum requirements:

a

a

Windows NT domain computer that always runs in the same domain as the AccuRoute Server

Dual core processor; 2 GHz; 4GB of RAM; RAID 5W with 100 GB of disk space; DVD-ROM drive; and
Microsoft mouse or compatible pointing device

Windows 2008 64 bit, 2003 Standard Edition SP2 64 bit

DMS client application. The client application must be installed on the system where you are installing
the remote DMS client.

Additional requirements

Remote AccuRoute Connector for DMS Libraries installation also requires the following:

a

a

AccuRoute Server installation DVD (or access to a network copy of the AccuRoute Server setup)
Windows user account that belongs to the AccuRoute Administrators group
Purchased license key for Remote AccuRoute Connector for DMS

Contact Omtool Sales for more information.
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Installing Remote AccuRoute Connector for DMS
Libraries

To install Remote AccuRoute Connector for DMS Libraries:

| Log in to the system where you will install the Remote AccuRoute Connector for DMS Libraries using
an account that belongs to the AccuRoute Administrators group.

2 Insert the AccuRoute Server installation DVD into a DVD-ROM drive. Alternately, navigate to the
network where you have kept the AccuRoute Server setup files.

3 Run \AMESSAGESERVER\SETUP.EXE.

The InstallShield wizard opens and configures your system for installation and displays a welcome
message.

AccuRoute(tm) Server

Welcome to the InstallShield Wizard for AccuRoute(tm] Server

Cancel

InstallShidld

4 Click NEXT. The setup shows the license agreement page.
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AccuRoute(® Server

License Agreement

th

Install§

f th

END-USER LICENSE AGREEMENT

IMPORTANT-READ CAREFULLY: This Fud User License Agreement
(“EULA") is o Jogal between you By audfor on behalf of

your employer, as applicabie) (“Fou” or “Licensee”) and Omttool Lid.
(“Omtaol”}for the Omtool software product idewtified above, wikich includes
computer software and may fnclade associated media, printed meterials, and
“online” or elactronic documentation (“Product”). Ax amendwment or

addendum to this EULA way acconpany e Product,

¥OU AGREE T0 BE BOUND BYTHE TERMS OF THIS EULA, AND
REPRESENT THAT YOU HAVE THE CAPACITY AND AUTHORITY T 0
BIND YOURSELF AND FOUR EMPLOYER, AS APPLICABLE, BY
OPENING THIS ENVELOPE, INSTALLING, COPYING, OR OTHERWISE
USING THE PRODUCT. IF YOU DO NOTAGREE, DO NOT OPEN THIS
ENVELOPE, INSTALL OR USE THE PRODUCT; PROMPTLY RETURN
THIS PRODUCT 70O THE SUPPLIER WHO PROVIDED IT,

Cancel

5 Select | ACCEPT THE TERMS OF THE LICENSE AGREEMENT, and click NEXT.

The setup shows the installation options.

AccuRoute (tm) Server

Setup Type

< Back Mext » Cancel

6 Select CUSTOM and click NEXT. The setup shows a list of AccuRoute features.

7 Select CONNECTOR PACKAGE, clear all the other features you are not installing at this time.
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AccuRoute (tm) Server

Custom Setup

[ Message Server

mponent Package
[ Madem Server
[ Omtol Server Administater
[]AccuRoute Inteligent Device Client
)] Clerts Installs
* [JAccuRoute Deskiop
[]CostRecovery
[]FaxCenter
[] Foims Publisher
[[]Summation Add-on
[JAccuRioute Web
[[]Genifax Motes Clisnt
] Server Tools
] Exchange 2003/2000 System Manager Extension

ire G}

InstallSheld < Back Hext > Cancel

8 Click NEXT.

The setup checks the system for installation requirements and displays the results.

AccuRoute{tm) Server x|

Frerequisite Status
+/ CPU Licensing validation  This server is not icensed by CPU core count,
+ Windows Server 05 Windows Server 2003 detected [Version 5.2 sp 2]

Al prereqy

< Back Mext » Cancel

Note The setup cannot continue until all requirements are installed and configured. (Double-click an item in the list for more
information.) If any required components were not detected, click CANCEL and click YES to exit the setup and
install the components that are required to complete the installation.

9 Click NEXT to continue the installation.

The setup requests logon credentials for the Omtool service account. The NT Domain and User
Name fields are populated automatically based on the current Windows user.
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AccuRoute®

TITAMIA

InstallShisld < Back Mext > Cancel

10 Enter the logon credentials of the Omtool service account.
In the NT DOMAIN text box, enter the name of the Windows domain.
In the USER NAME text box, enter the user name.
c In the PASSWORD and CONFIRM PASSWORD text boxes, enter the password for the user.

1 Click NEXT. The setup validates the user account and then shows installation settings.

AccuRoute{tm) Server x|

Installation S ettings

Instaling AccuRouteltm) Server v3.01
Selected Features: Connector Package
D estination C:A\Program FilashamtoolsOmbaol Servert,

Service Account  YMADS00Administrator

Note If other installation features are included, the setup might request additional information before displaying installation
settings.

12 Review the installation settings and click NEXT to start the installation. The setup installs the selected
component and displays a message indicating that the installation is complete.
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AccuRoute (tm) Server

InstallShield Wizard Complete

Th

Inastall Shield < Back Cancel

13 Click FINISH.

Now that Remote AccuRoute Connector for DMS Libraries is installed on the remote system, add the new
AccuRoute Connector for DMS Libraries to the AccuRoute Server. Continue to Adding Remote AccuRoute
Connector for DMS Libraries to the AccuRoute Server.

Adding Remote AccuRoute Connector for DMS
Libraries to the AccuRoute Server

To add Remote AccuRoute Connector for DMS Libraries to the AccuRoute Server:

| In the system running the AccuRoute Server, click START > ALL PROGRAMS > OMTOOL >
OMTOOL SERVER ADMINISTRATOR to open the Omtool Server Administrator.

2 In the console tree, right-click CONNECTOR and select NEW > ACCUROUTE CONNECTOR FOR
DMS.

The Create New DMS connector wizard opens the License page. By default, the LICENSE text
box is populated with the license key used to install the AccuRoute Server.

©2012 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.
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Create New DMS Connector

License
Enter the license to enable configuration of
this product
License:
o ot o
< Back I Mext > I Cancel I
3 Delete the AccuRoute Server license and enter the license key for the connector in the LICENSE text
box.

4 Click NEXT. The wizard opens the Server Address page.

Create New DMS Connector
Server Address

Erter the name of the computer wher the
connector is installed.

Server dddress:
& Fiun on the Dmtool Message Server
om

" Riemate Server

<Back [ Mew> | Concel |

5 Select REMOTE SERVER option and enter the computer name or IP address of the system running
Remote AccuRoute Connector for DMS.

6 Click NEXT. The wizard verifies that Remote AccuRoute Connector for DMS Libraries exists and
opens the Display Name page.

Create New DMS Connector

Display Mame
Erter a friendly name for the connector.

cBack [ Mews | cConcel |

7 In the NAME text box, enter the name of the connector. The default is DMS on the Server.

If you are adding multiple connectors, enter a unique name for the connector.
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8 Click NEXT. The DMS Type page opens.

Create New DMS Connector

DMS Type
Chaose a DMS type for the connectar

Choose the DMS tppe:

1 -Biling =]
T1 - FileShare N

T1 - MyFolder

T2 - Objectérchive

T2 - SharePaint

T2 - SinglePage -

< Back I Mert> I Cancel I

9 Choose the DMS type for your document management system. Click Next. You see the configuration
complete message.

Create New DMS Connector

Congratulations!
*fou have completed the configuration

Click Finish to create the Connectar.
Click Back to change the ssttings. Click Cancel to exit

DMS Connector

Running on the Server

<Back |{ Hnish T Cancel I

10 Click FINISH. The DMS Configuration wizard opens.
11 Configure as necessary.
When configuration is complete, the connector is added to the connector’s list in the details pane.

12 Restart the Omtool Connector Manager service on the AccuRoute Server.

Removing Remote AccuRoute Connector for DMS
Libraries

Use the following procedure to remove Remote AccuRoute Connector for DMS Libraries:

To remove Remote AccuRoute Connector for DMS Libraries:

1 Click START > ALL PROGRAMS > OMTOOL > OMTOOL SERVER ADMINISTRATOR to open the
Omtool Server Administrator.

©2012 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.



13-10 AccuRoute Server Installation and Integration Guide

Section |3: Installing Remote AccuRoute Connector for DMS Libraries

2 In the console tree, click CONNECTOR.

3 Right click the ACCUROUTE CONNECTOR FOR DMS LIBRARIES that you want to remove and
select DELETE from the drop down menu options.

You are prompted to confirm that you want to delete the selection.
4 Click YES to continue. The connector is removed from the list.

Restart the Omtool Connector Manager service on the AccuRoute Server.
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Section |4: AccuRoute Intelligent Device
Client

This section includes:

Introduction to AccuRoute Intelligent Device Client (14-1)

Optional configurations (14-4)

Testing and troubleshooting AccuRoute Intelligent Device Client (14-7)

Installing AccuRoute Intelligent Device Client on a remote system (14-9)

Configuring the remote AccuRoute Intelligent Device Client (14-14)

Removing remote AccuRoute Intelligent Device Client (14-15)

Introduction to AccuRoute Intelligent Device Client

The AccuRoute Intelligent Device Client (formerly known as the Embedded AccuRoute for Intelligent Devices) is a
a request handler for Omtool client applications. It comprises of a group of IS web server extensions providing a
layer for communication between the clients and the AccuRoute Server. For example, it allows a client like Ricoh
Embedded Software Architecture (ESA) Device Client, to submit messages to the AccuRoute Server. It also allows
the clients to pull up information about Embedded Directives from the server.

Figure 14-A: The AccuRoute Intelligent Device Client environment

AccuRoute Intelligent Device Client facilitates communication between the AccuRoute Server and other Omtool applications.

(o] -.--------».Dq----.--.-
/ AccuRoute Intelligent -
Device Client Omtool application
AccuRoute server

Note AccuRoute v2.3 and all later versions install the AccuRoute Intelligent Device client by default. No separate

installation is necessary. You must configure the client and test it using instructions in this chapter.

If necessary, you can install the client on a remote system. For instructions, see Installing AccuRoute Intelligent Device
Client on a remote system (14-9).
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AccuRoute Intelligent Device Client components

The AccuRoute Intelligent Device Client helps the following client applications communicate with the AccuRoute
Server.

. AccuRoute Desktop
. Embedded AccuRoute application like Embedded AccuRoute for HP and Embedded AccuRoute for
Ricoh.

The AccuRoute Intelligent Device Client manages AccuRoute Desktop and the Embedded AccuRoute clients
separately. Each category utilizes a unique web server extension, application pool, virtual directory and location.

The main components of the AccuRoute Intelligent Device Client environment are detailed in the following table.\

Table I. Description of web server components with location and function

Component Location Function
ARDWebAPI C:\Program Files\Omtool\ This folder is utilized for messages coming from
Omtool Server\WebAPI\ARDWebAPI AccuRoute Desktop. AccuRoute Desktop submits

messages to ..\ARDWebAPI\FileTransfer. The
messages are processed by OmISAPIU.DLL, other
supporting DLL files, and XML-based configuration
files in ...\ARDWVebAPI\Scripts.

OmtoolVWebAPI C:\Program Files\Omtool\ This folder is utilized for Embedded AccuRoute
Omtool Server\WebAPI\OmtoolWebAPI Intelligent devices.

¢  Applications like Embedded AccuRoute for
HP Chai and Embedded AccuRoute for
Ricoh submit messages to
...\OmtoolWebAPI\FilePostings.

*  Applications like Embedded AccuRoute for
HP OXP, Embedded AccuRoute for Xerox
EIP submit messages to
..\OmtoolWebAPI\FileTransfer

The messages are processed by OmISAPIU.DLL,
other supporting DLL files, and XML-based
configuration files in ..\OmtoolWebAPI\Scripts.

IS implementation

Web server extensions and application pools

During installation, the AccuRoute Intelligent Device Client creates and modifies web server extensions. It also
creates the application pools.

The installation setup:

. Checks the status of the web server extension WebDAV. [f it is not allowed to run, the setup
changes its status to Allowed.

Note WebDAYV must be allowed to run; this is a requirement of AccuRoute Intelligent Device Client.
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. Creates the web server extension ARDWebAPI for AccuRoute Desktop and sets its status to
Allowed.
. Creates the web server extension OmtoolWebAPI for Embedded AccuRoute applications and sets
its status to Allowed.
. Creates the application pool ARDWebAPI for AccuRoute Desktop.
. Creates the application pool OmtoolWebAPI for Embedded AccuRoute applications.
Dependencies

AccuRoute Intelligent Device Client runs under the World Wide Web Publishing Service in IS 6.0, and has
dependencies on the following web server extensions:

. WebDAYV (WebDAYV, or Web-based Distributed Authoring and Versioning, is a set of HTTP
extensions that enables multiple users to edit and manage files on remote web servers.)

. ARDWebAPI
. OmtoolWebAPI

Important The status of these web server extensions must be set to Allowed at all times.

IIS integration

AccuRoute Intelligent Device Client has a dual implementation — one for AccuRoute Desktop, and another for
Embedded AccuRoute applications. Each has a unique web server extension, application pool, virtual directory, and
location so that each implementation can be managed separately.

Table 14-A: 1IS implementation for AccuRoute Intelligent Device Client

Function Z:::nss?;;er sgglllcatlon :i,il:et:l:;ry Disk location
Enabling HTTP or ~ “ARDWebAPI” Application Pools/  Default Web Site/  ..\omtool\
Secure HTTP represents ARDWebAPI/ ARDWebAPI Omtool Server\
connection ..\omtool\ ARDWebAPI
between Omtool Server\

AccuRoute WebAPI\

Desktop and the ARDWebAPI\
AccuRoute Server  Scripts\

OmISAPIU.DLL
Allowing “OmtoolWebAPI”  Application Pools/  Default Web Site/ ...\omtool\
Embedded represents OmtoolWebAPI/ OmtoolWebAPI Omtool Server\
AccuRoute ...\omtool\ OmtoolWebAPI
applications on Omtool Server\
multifunction WebAPI\
devices to OmtoolWebAPI\
connect to the Scripts\

AccuRoute Server  OmISAPIU.DLL

For more information on IIS web server extensions, application pools, and virtual directories, consult the Windows
documentation on IIS.
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Message submission failures

AccuRoute Intelligent Device Client submits messages from an AccuRoute client application to the AccuRoute
Server. Each application that requires AccuRoute Intelligent Device Client, handles submission failures differently. For
more information on how submission failures are handled, consult the appropriate client documentation. (Go to
Related documentation on |-4.)

Optional configurations

Configuring HTTPs connectivity for AccuRoute Desktop (14-4)

Modifying the directory security configuration of virtual directories (14-6)

Configuring HT TPs connectivity for AccuRoute Desktop

When AccuRoute Desktop must be able to connect to AccuRoute Intelligent Device Client using Secure HTTP
connectivity, additional configuration is required. Set the FileTransfer property for AccuRoute Intelligent Device
Client to HTTPS, and then test the secure connection.

Setting the FileTransfer property to HTTPS

AccuRoute Intelligent Device Client has a FileTransfer property for AccuRoute Desktop that defines the file transfer
protocol used between clients and the web server. By default, the property is set to HTTP. To use Secure HTTP
connectivity, set the FileTransfer property to HTTPS.

To set the FileTransfer property to HTTPS:

| Go to ...\OMTOOL\OMTOOL SERVER\WEBAPI\ARDWEBAPI\SCRIPTS and open
OmISAPIU.xml in Notepad.

2 Locate the FileTransfer property and set the protocol type to https, for example,
<FileTransfers>https://172.16.10.48/ARDWebAPI/FileTransfer/</
FileTransfers.

Verify that the URL includes the IP address of the web server running AccuRoute Intelligent Device
Client. The computer name is not supported.

3 Save and close the file.

Testing the secure connection

Test the connection to the web server and verify that AccuRoute Intelligent Device Client accepts secure requests
only. Run this test from any system in the LAN running AccuRoute Server or client software. (Before this test can
be run, a certificate must be installed on the Default Web Site and SSL must be enabled. Go to Appendix B: Setting

up a CA certificate using Microsoft Certificate Services and enabling SSL.)
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To test the secure connection:

1 Start the browser and go to:

http://[web server]/ARDWebAPI/Scripts/OmISAPIU.dII? Action=GetConfiguration

where [web server] represents the host name or IP address of the web server.

Note

The browser displays an error indicating th

The Action command in the URL is case-sensitive.

at the page must be viewed over a secure channel.

7} The page must be viewed over a secure channel - Microsoft Internet Explorer

File Edt ¥ew Favorites Tools Help

=0l x|

QBack - &) - X [2] (0| O search eFavores € [ (- L Bl - [ &

| &

Address [{€] http 1 flangstonfardwebapifscriptsiomisapiu diPAction=GetConfiguration

The page must be viewed over a secure channel

The page you are trying to access is secured with Secure Sockets Layer (SSL;

Please try the fallowing:

* Type https:// atthe beginning of the address you are attempting to reach
and press ENTER,

HTTF Error 4034 - Forbidden: SSL s required ta view this resource.
Internet Information Services (115}

Technical Information (for support personnel)

* Go to Mierosoft Product Support Services and perform a title search for the
wards HTTP and 403,

* Open IIS Help, which is accessible in 115 Manager (inetmar), and search
for topics titled About Security, Secure Sockets Layer (SSL), and
About Custom Error Messages.,

[&] pone

= Bso [k »
=

NS

[ [@ Trusted stes

If Internet Explorer displays a message indicating that this site is not trusted, add the site to the list of

trusted sites and continue.

The browser loads the requested page.

Go to the address bar and change http to https, and press ENTER.

://langston; ardwebapi/scripts/omisapiu.dlizAction=GetConfiguration - Microsoft Inters
Fle Edt View Favortes Took Help

=10l x|

| &

@Back ~ ) - [X] [2] (| P Search iFavorices @ [0 L Bl - [ &

Address [€] https: fangstonfardwebapilscriptsjomisapiu, dizAction=GetConfiguration

<Tuml wersion="1.0" 7>
- <Omtoal>
- <Product>
<Name=0mtool ISAPI Services</Names
<Version>1.0</Version>
<Build>1</Build>

</Products
- <Servers>
- <Server Name="ServicesServer'>
<PostPath>ARDWebAP1/FilePostings/</PostPath>

<FileTransfershttp:/ /172.16.10 .47/ ARDWebAP1 /FileTransfer / </FleTransfers
</Server>

- <Server Name="OmtoolServer'>
<ServerName>LANGSTON</Serveriames
</Servers
</Servers>
</Omtool>

[&] pone

<Description>Provides a bridge between the Omtool Xlet and AccuRoute</Descriptionz

=l B0 [k »

NS

|5 [@ Trusted stes

AccuRoute Intelligent Device Client is configured to use Secure HTTP connectivity with AccuRoute Desktop.

The AccuRoute Intelligent Device Client installation is complete.

Tip

The default directory security configuration can be modified if it does not comply with the security policy in the
LAN. Go to Modifying the directory security configuration of virtual directories on |4-6.
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Modifying the directory security configuration of virtual
directories

The virtual directories created by the AccuRoute Intelligent Device Client setup grant the following access:

. authenticated access via integrated Windows authentication.

The default authentication and access control configuration can be modified if it does not comply with the security
policy in the LAN. AccuRoute Intelligent Device Client supports all [IS authentication methods except .NET Passport
and Digest Authentication for Windows Domain server, and also supports IP address and domain name restrictions.

Note After AccuRoute Intelligent Device Client is installed, the virtual directory properties are set to allow read
access, allow execute permissions on scripts and executable, and use its associated application pool
(ARDWebAPI or OmtoolWebAPI). Do not modify these settings.

Figure 14-A: Default authentication and access control configuration for a virtual directory

After AccuRoute Intelligent Device Client is installed, the authentication and access control configuration for the virtual directory
enables anonymous access with the local IUSR account or the account specified during installation and enables integrated
Windows authentication.

Authentication Methods =

Use the Following Windows user account For anonymous access:

User name: I IUSR_LAMGSTON Browse. .. |

Password: I sesssssses

- Authenticated access
For the following authentication methods, user name and password
are required when:

- anonymous access is disabled, or

- access is restricked using NTFS access control lists
[ Integrated Windows authentication
[ Digest authertication For Windows domain servers
[ Basic authentication (password is sent in clear bext)

[ MET Passport authentication

Default domain: I Select, ., |
Reealm;: I Select, ., |

OF I Cancel | Help |

A modified configuration must meet the following conditions:

. If anonymous access is enabled, the account used for anonymous access must have full control to read
and write to the folder. These permissions are configured in the Windows security settings on the
folder.

. If integrated Windows authentication is enabled, all accounts used to post and download files, and gain

access to the OmISAPIU.DLL resource, must have full control to read and write to the folder. These
permissions are configured in the Windows security settings on the folder. For information on
accounts that are used to post and download files, and gain access to the OmISAPIU.DLL resource,
consult the Omtool documentation on the application being used in conjunction with AccuRoute
Intelligent Device Client. (Go to Related documentation on [-4.)
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Testing and troubleshooting AccuRoute Intelligent
Device Client

AccuRoute Desktop or an embedded AccuRoute application must be able to access the AccuRoute Intelligent Device
Client configuration file OmISAPIU.DLL. Test the connection to the web server and verify that AccuRoute Intelligent
Device Client is installed and configured correctly.

Test connectivity to AccuRoute Intelligent Device Client

Run this test from any system in the LAN that is running AccuRoute Server or client software.

To verify connectivity to AccuRoute Intelligent Device Client:
| Log in to any system in the LAN running AccuRoute Server or client software.

2 Start the browser and go to:
https://[web server]/[virtual directory]/Scripts/OmISAPIU.dII?Action=GetConfiguration

where [web server] represents the host name or IP address of the web server and [virtual directory]
represents the name of the virtual directory in IIS that is accessed by AccuRoute Desktop or
Embedded AccuRoute applications.

Tip A connection to AccuRoute Intelligent Device Client from a client running AccuRoute Desktop looks similar to:
http://goliath/ ARDWebAPI/Scripts/OmISAPIU.dII?Action=GetConfiguration

A connection to AccuRoute Intelligent Device Client from a device running an Embedded AccuRoute application
looks similar to: http://goliath/OmtoolWebAPI/Scripts/OmISAPIU.dII?Action=GetConfiguration

When constructing the URL, consider the following:
» The Action command in the URL is case-sensitive.
» If Secure HTTP connectivity is configured for AccuRoute Desktop, replace HTTP with HTTPS.

The browser displays the basic configuration for the AccuRoute Intelligent Device Client.

A htrp:/ /altus/omtool isapi services /scripts/omisapiu.dilzAction=getconfiguration =] 3]
Fle Edt View Favortes Tooks Help
Address [&] 20isapiv20seri dlvAction=getconfiguration | @

<7nml wersion="1.0" 7=
- <Omtool>
- <Product>
<Name>Omtool ISAPI Services</Namex
<version=1.0</Versions
<Build>1</Build>
<Description=Provides a bridge between the Omtool Xlet and
AccuRoute</Descriptionz
</Product>
- <Servers>
- <Server Name="ServicesServer'>
<PostPath>0Omtool ISAPI Services/FilePostings/</PostPathz
</Servers
- <Server Name="OmtoolServer'>
<ServerName>ALTUS</ServerName>
</Server>
</Serverss
</Omtool>

N

[&] Done [ [ B Localintranet
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If an error occurs, troubleshoot the web server (Troubleshoot connectivity issues, 14-8) and repeat the test until it

is successful.

Troubleshoot connectivity issues

Use the following table to identify and resolve connectivity issues.

Table 14-A: Possible causes of connectivity issues with resolutions

Issue description Resolution

No connectivity to server.

A networking issue might be preventing access to
the server. Ping the web server. If this test is
successful but the connectivity issue remains,
continue to the next issue.

World Wide Web service is stopped or disabled.

Open the Services applet on the web server and
check the status of the World Wide Web service. If
the service is stopped, verify that the service is
enabled and then start it. Verify that the service is
running before closing the Services applet.

If the connectivity issue remains, continue to the
next issue.

The Default Web Site is stopped in IIS.

Start IIS and expand the web server where
AccuRoute Intelligent Device Client is installed.
Expand the items in the console tree so that
DEFAULT WEB SITE is visible. If the node is
labeled DEFAULT WEB SITE (STOPPED), right-
click the node and select START.

If the connectivity issue remains, continue to the
next issue.

The IIS application pool for AccuRoute Intelligent
Device Client is disabled.

Start IIS and go to [web server]>Application
Pools>[application pool]. Right-click the
appropriate application pool and select START.

If the connectivity issue remains, continue to the
next issue.

Execute permissions on the Scripts directory are
inadequate.

Start IIS and go to [web server]>Default Web
Site>[virtual directory]>Scripts. Right-click
SCRIPTS and select PROPERTIES. IIS displays the
Directory properties. Go to Application Settings
and verify that EXECUTE PERMISSIONS is set to
SCRIPTS AND EXECUTABLES.

If the connectivity issue remains, check the
Knowledge Base for technical articles that are
helpful in troubleshooting the web server, and then
contact Omtool Technical Support. (Go to Omtool
Support and Sales on the inside front cover.)
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Installing AccuRoute Intelligent Device Client on a
remote system

The AccuRoute Intelligent Device Client is installed on the AccuRoute Server with a complete installation. You can
install the AccuRoute Intelligent Device Client on a remote system when needed using the instructions in this section.

This section includes:

Requirements (14-9)

Installing remote AccuRoute Intelligent Device Client (14-10)

Requirements

This section includes:

Hardware and software requirements (14-9)

Requirements for AccuRoute Desktop (14-9)

Additional requirements (14-10)

Hardware and software requirements
The hardware and software requirements for the Remote AccuRoute Intelligent Device Client are as follows:
a A Windows NT domain system that runs in the same domain as the AccuRoute Server and is not a

domain controller. If the system is in a different domain, it (the domain) must have bi-directional trust
with the AccuRoute Server’s domain.

a Pentium Ill-compatible processor; | GHz; 512 MB RAM; 500 MB available hard disk space; DVD-ROM
drive; and Microsoft mouse or compatible pointing device

a Windows 2008 64 bit, 2003 Standard Edition SP2 (64 bit platforms). See Configuring IS to run 32-bit
applications for information on 64 bit systems.

a IIS with the following components: Common Files, World Wide Web Service, and Internet Information
Services Manager
Requirements for AccuRoute Desktop

AccuRoute Intelligent Device Client supports HTTP and HTTPs connectivity to AccuRoute Desktop. For HTTPs
connectivity, you must perform the following tasks prior to installing AccuRoute Intelligent Device Client on a
remote system.

) Create and install a CA certificate on the Default Web Site in IIS.
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Tip To set up a CA certificate using Microsoft Certificate Services, go to Appendix B: Setting up a CA certificate
using Microsoft Certificate Services and enabling SSL. For a CA certificate issued by a third party, use the
certificate authority’s instructions and apply the certificate to the Default Web Site in IIS.

a Enable SSL on the Default Web Site in [IS. (Go to Enabling SSL on the Default VWeb Site on B-15.)

Additional requirements

Remote AccuRoute Intelligent Device Client installation also requires the following:
a AccuRoute Server installation DVD (or access to a network copy of the AccuRoute Server setup)

a Windows user account that belongs to the AccuRoute Administrators group

Installing remote AccuRoute Intelligent Device Client

To install remote AccuRoute Intelligent Device Client:
| Log in to the system using an account that belongs to the AccuRoute Administrators group.

2 Insert the AccuRoute Server installation DVD into a DVD-ROM drive. Alternately, navigate to the
network where you have kept the AccuRoute Server setup files.

3 Run \AMESSAGESERVER\SETUP.EXE.

The InstallShield wizard configures your system and displays the welcome message.

AccuRoute(tm) Server x|

w ‘Welcome to the InstallShield Wizard for AccuRoute[tm) Server
o i

a

InistallShicld

Cancel

4 Click NEXT. The setup shows the license agreement page.
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AccuRoute(® Server

License Agreement
th if th

END-USER LICENSE AGREEMENT

IMPORTANT-READ CAREFULLY: This Fud User License Agreement
(“EULA") is o Jogal between you By audfor on behalf of

your employer, as applicabie) (“Fou” or “Licensee”) and Omttool Lid.
(“Omtaol”}for the Omtool software product idewtified above, wikich includes
computer software and may fnclade associated media, printed meterials, and
“online” or elactronic documentation (“Product”). Ax amendwment or

addendum to this EULA way acconpany e Product,

¥OU AGREE T0 BE BOUND BYTHE TERMS OF THIS EULA, AND
REPRESENT THAT YOU HAVE THE CAPACITY AND AUTHORITY T 0
BIND YOURSELF AND FOUR EMPLOYER, AS APPLICABLE, BY
OPENING THIS ENVELOPE, INSTALLING, COPYING, OR OTHERWISE
USING THE PRODUCT. IF YOU DO NOTAGREE, DO NOT OPEN THIS
ENVELOPE, INSTALL OR USE THE PRODUCT; PROMPTLY RETURN
THIS PRODUCT 70O THE SUPPLIER WHO PROVIDED IT,

InstallShield < Back Hext » Cancel

5 Read the agreement and select | ACCEPT THE TERMS OF THE LICENSE AGREEMENT option.

6 Click NEXT. The setup shows the installation options.

AccuRoute (tm) Server

Setup Type

< Back Mext » Cancel

7 Select CUSTOM. Click NEXT. The setup shows a list of AccuRoute features.
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8 Select ACCUROUTE INTELLIGENT DEVICE CLIENT. Clear any other feature you are not installing at
this time.

[1Message Server
[ Connector Package
| Component Fackage

[JModem Server

Omtaol S erver Administrator

=] Clients Installs
-[]AcouRouts Dieskiop
[] CostRecovery
~[]FaxCenter
[ Forms Publisher
[ Summation Add-cn
“[]AccuRioute Web
-[INewFeature]
[]5erver Tacks
Exchange 2003/2000 System Manager Extension

InstallShield < Back Hest> Cancel

9
Prerequisite Status
~/ Miciosoft 115 \web Servi..  This component is installed
~/ windows Server 05 ‘Windows 2003 detected [Wersion 9.2.3790)
Inistall Shigld < Back Mewt > Cancel
Note The setup cannot continue until all pre-requisite components are installed. (Double-click an item in the list for
more information.) If any required components is missing, click CANCEL and exit the installation setup. Install
the components, then install AccuRoute Intelligent Device Client.
10 Click NEXT. The setup shows installation settings.
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AccuRtoute{tm) Server

Installation 5 ettings

Instaling AccuRoutetm] Server v3.01

Selected Featurss: AccuRoute Inteligent Device Client

Destination C:\Program Fileshomtool\Ombool Server'

InstallShield < Back

Cancel

11 Review the installation settings. Click NEXT to start the installation.

The setup installs the selected component and displays a message indicating that the installation is
complete.

AccuRoute (tm) Server

InstallShield Wizard Complete

rd b

Iistal

M5l < Back Fini Cancel
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12 Click FINISH.

13 Continue to Configuring the remote AccuRoute Intelligent Device Client.

Configuring the remote AccuRoute Intelligent
Device Client

Specifying the AccuRoute Server

When you install AccuRoute Intelligent Device Client on a remote machine, you must:
. Specify the IP Address of the AccuRoute Server in OmISAPIU.xml

. Edit the registry string that stores the location of the AccuRoute Server

To specify name or IP address of the AccuRoute Server in OmISAPIU.xml:

I Go to ...\OMTOOL\OMTOOL SERVER\WEBAPNARDWEBAPI\SCRIPTS.
2 Open OMISAPIU.xml for editing.
Note If the server is part of a cluster, the following setting should be made in the file:

<Server Name="OmtoolServer"><ServerName>
Primary Server name</ServerName>

<Server Name="OmtoolServer"s<ServerName>Secondary Server name</ServerNames>
</Servers>

Locate the ServerName node.
4 Specify the name or the IP address of the AccuRoute Server.
For example, <ServerName> [IP Address]</ServerNames.
Save and close the file.
Go to ..\OMTOOL\OMTOOL SERVER\WEBAPI\OMTOOLWEBAPI\SCRIPTS.
Open OmISAPIU.xml for editing.

Locate the ServerName node.

NV 0O N o0 n

Specify the name or the IP address of the AccuRoute Server.
For example, <ServerName>12.123.4.5</ServerName>.

10 Save and close the file.
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Adding the application pool logon account to the AccuRoute
Admins group

There are two application pools (ARDWebAPI and OmtoolWebAPI) managing the worker processes handling
requests from other Omtool client applications. By default, they run as Local System.

Note If the security policy in the LAN does not permit the application pool to run as Local System, the application
pool identity can be reconfigured using any account that belongs to the Domain Users group.

If you change your login to a network account, Integrated Windows Authentication will not work for the virtual
directories that use the application pool. The work around requires kerberos protocol changes in the active
directory.

If necessary, modify the application pool identity. For instructions, consult the Windows documentation on IIS:

http://www.microsoft.com/technet/prodtechnol/VWindowsServer2003/Library/11S/c9b5dbéf-874e-4ec9-93ed-
1733367cl 17b.mspx?mfr=true
. If AccuRoute Intelligent Device Client is installed on a remote system, add the application pool logon
account to the AccuRoute Admins group which has the required Distributed COM permissions to
communicate with the AccuRoute Server. For instructions, see (Also see Creating AccuRoute Admins
group on 2-6.)

. If AccuRoute Intelligent Device Client is installed on the AccuRoute Server and both application pools
run as Local System, skip this step.

Other configurations

Other configurations include:
. Configuring HTTPs connectivity issues for AccuRoute Desktop

. Modifying the directory security configuration of virtual directories (optional).

For instructions, see Optional configurations (14-4).

Removing remote AccuRoute Intelligent Device
Client

Before you remove the AccuRoute Intelligent Device Client, remove all other applications in the LAN that require/
use the AccuRoute Intelligent Device Client. Then remove AccuRoute Intelligent Device Client.

For information on removing Omtool applications that require AccuRoute Intelligent Device Client, consult the
Omtool documentation on the application. (Go to Related documentation on 1-4.)
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AccuRoute Intelligent Device Client is not required for AccuRoute Desktop but can be used to establish a connection
to the AccuRoute Server using HTTP or Secure HTTP. After AccuRoute Intelligent Device Client is removed,
AccuRoute Desktop can still connect to the AccuRoute Server using DCOM. This requires reconfiguration. For
configuration instructions, consult the AccuRoute Desktop installation guide. (Go to Related documentation on 1-4.)

To remove AccuRoute Intelligent Device Client from a remote system:

| Click START > CONTROL PANEL > ADD OR REMOVE PROGRAMS to open the Add or Remove
Programs page.

2 Select ACCUROUTE SERVER and click CHANGE/REMOVE. The InstallShield wizard is initialized and it
shows the following message.

AccuRouteii Server

‘Welcome

& program.

InistallShicld [ < Back “ Hext > I Cancel

3 Select REMOVE option and click NEXT.
4 Follow the prompts to remove AccuRoute Intelligent Device Client.

During installation, AccuRoute Intelligent Device Client allows the IIS web server extension WebDAV to run. After
AccuRoute Intelligent Device Client is removed, WebDAV is still allowed to run. If WebDAY should be prohibited
from running, change the status of this web server extension to Prohibited. For more information, consult the
Windows documentation on IIS.

©2012 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.



AccuRoute Server Installation and Integration Guide

Appendix A: Setting up and AccuRoute Server cluster

Appendix A: Setting up an AccuRoute
Server cluster

This section includes:

Introduction to Failover (A-1)

Requirements for an AccuRoute Server Cluster (A-3)

Setting up the Database Server (A-4)

Setting up the Active Server (A-5)

Setting up the Passive Server (A-8)

Enabling Failover (A-9)

Testing the Failover Configuration (A-10)
Disabling SMB2 on Windows 2008 AccuRoute Server Cluster (A-11)

Introduction to Failover

Automatic failover, a native AccuRoute capability, ensures seamless and immediate recovery from a localized system
failure on the AccuRoute Server. It requires two redundant AccuRoute Servers that are joined to form an AccuRoute
Server cluster, and a third system where critical server resources are stored.

The redundant AccuRoute Servers are referred to as the “active server” and “passive server”, the active server being
the current AccuRoute Server and the passive server being the standby server. The third system that stores critical
resources is called the “database server” because it hosts the server databases along with server configuration files.
If the AccuRoute Server is enabled for faxing, the database server also hosts the telco share which is an intermediary
repository for inbound and outbound faxes. (The database server can also function as a remote server such as
Remote Administrator, Remote Composer, Remote Embedded Directive Manager, or Remote Modem Server.)

©2012 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.



AccuRoute Server Installation and Integration Guide

Appendix A: Setting up an AccuRoute Server cluster

Figure A-A Basic setup of the AccuRoute Server cluster

An AccuRoute Server cluster has two redundant AccuRoute Servers referred to as the active server
and passive server, and a third system that stores critical AccuRoute Server resources called the
database server.

N =\
N - Wy

Active server Passive server

{7

Database server

Failover is driven by the Omtool Cluster Manager service which is installed on the AccuRoute Server. (This service
does not appear in the Services applet because it is not registered by default.) When an AccuRoute Server cluster is
created, this service is immediately registered and runs simultaneously on both AccuRoute Servers in the cluster.
During regular operation, the active server in the AccuRoute Server cluster continuously writes to the server
databases while Omtool Cluster Manager service on the passive server polls the database server in 45-second
intervals to verify that the active server remains active.

When a localized system failure occurs on the active server, it loses communication with the database server and
cannot write to the server databases. As soon as the Omtool Cluster Manager service on the passive server polls
the database server again and finds no recent activity from the active server, the Omtool Cluster Manager service
on the passive server starts all its local Omtool services and becomes the active server in the cluster. The transition
is complete within | to 3 minutes of the failure.

After a failure occurs, an administrator needs to restore the server that is offline.

Tip Omtool Server Monitor is a monitoring application that detects failures on AccuRoute Servers. Omtool recommends that
Omtool Server Monitor or another monitoring application be used to alert administrators that a failure has occurred so that
failures can be corrected in a timely manner.
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Figure A-B AccuRoute Server cluster in failover mode

An AccuRoute Server cluster enters failover mode when a localized system failure causes the current
AccuRoute Server to go offline and the other server to become active.
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Database server

An AccuRoute Server in the cluster can be designated as the preferred server. If an AccuRoute Server is preferred,
it is always the active server whenever it is available. Therefore, if a system failure occurs and the preferred server
goes offline, the non-preferred server becomes active, but when the preferred server is online again, it becomes the
active server and the non-preferred server returns to a standby state.

Clustering and Composer Thread Awareness

In a typical configuration, you use the local Composer on the primary server and the Remote Composer on the
failover server. So, in real terms, you have two Composers after a failover. However since both the local and remote
Composers are on the same physical machine, using them simultaneously can cause significant performance issues on
heavily loaded servers if the total thread count of both Composers exceeds the available CPU/core count of the
failover machine.

Requirements for an AccuRoute Server Cluster

This section includes:

AccuRoute Server Requirements (A-4)

Database Server Requirements (A-4)
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AccuRoute Server Requirements

The two AccuRoute Servers must meet the minimum requirements for an AccuRoute Server. For details, see
Hardware and software requirements (2-1).

Note The AccuRoute Servers should have identical and redundant configurations. If resources are shared, for example, a Remote
Composer, the shared resource should be installed on the database server or another high availability system in the domain.

Database Server Requirements

The database server must meet the following minimum requirements:

) requirements for the AccuRoute Server Hardware and software requirements (2-1)
) Microsoft SQL Server 2008, 2005
Note Microsoft SQL Server 2008 Express Edition does not meet this requirement.

Setting up the Database Server

This section includes:

Creating Folders for AccuRoute Server Resources (A-4)

Creating the Telco Share (A-5)

Creating Folders for AccuRoute Server Resources

Use the following procedure to create folders for the AccuRoute Server resources being stored on the database

server.
To create folders on the database server for AccuRoute Server resources:
| Log in to the system as an Administrator.
2 Choose a location in the local directory structure and create the following folders:

» Messages - Stores the message database.
» Config - Stores server configuration files.

» Locks - Stores objects in use.
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3 Share each folder.

4 Give the Omtool service account read, write, and delete permissions to each folder. For more
information on modifying permissions, consult Windows help.

Creating the Telco Share

Note Complete the following procedure if the AccuRoute Server cluster supports faxing,

For an AccuRoute Server cluster that supports faxing, create the telco share. The telco share is shared by both
servers in the cluster. You must create it on any high availability system, such as the database server belonging to the
same domain as the clustered AccuRoute Servers.

To create the telco share on the database server:

| Choose a location in the local directory structure and create a folder for the telco share. Use a self-
descriptive name such as omtooltelcoshare.
2 Share the folder.

Give the Omtool service account read and write permissions to the folder. For more information on
modifying permissions, consult Windows help. (If environment has AccuRoute Servers that were
installed with different Omtool service accounts, give all Omtool service accounts these permissions.)

Setting up the Active Server

This section includes:

Installing the AccuRoute Server (A-5)

Configuring the AccuRoute Connector for Telco to Use the Telco Share on the Database Server (A-6)

Installing the AccuRoute Server

Install the AccuRoute Server. For instructions, see Installing the AccuRoute Server (3-2) When specifying a location
for the message database, enter the name of the database server.
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Configuring the AccuRoute Connector for Telco to Use the
Telco Share on the Database Server

To configure the AccuRoute Connector for Telco to use the telco share on the database
server:

1 Click START > ALL PROGRAMS > OMTOOL > OMTOOL SERVER ADMINISTRATOR to open the
Omtool Server Administrator.

2 In the console tree, click CONNECTORS.

Double click the AccuRoute Connector for Telco in the details pane to open the Telco
properties page.

4 Click ADVANCED to open the Telco Advanced Properties page.
x
Advanced |

Path to telco share directany: |
The telco share directory iz the folder into which the Telco

connector and the modem servers place files that are ready for
processing.

The telco share directory does not have to be located on the same
zyztem az the Omtool Message Server or on a spstem with a modem
SErVE

Locating the telco share directory on a separate spstem provides
failover by spreading out the telco processing over multiple spstems.

Telca share Minimum Disk Space %

Modem Recvlocal Minimumn Disk Space %

—
—

QK I Cancel | Help |

5 In the PATH TO TELCO SHARE DIRECTORY text box, enter the UNC path (that is the
\\ServerName\ShareName)\ to the telco share folder. Add a trailing backslash at the end. (For example
\\123.4.5.678\telcoshare)).

6 Click OK and then OK to save your changes and close the Properties page.

Moving AccuRoute Server Resources and Redefining Logicals

Move the contents of the Messages, Config, Locks and Languages folders to the database server, and then modify the
logicals on the AccuRoute Server that define the location of the Messages, Config, Locks and Languages folders.
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Moving contents from AccuRoute to database server

To move the contents of the Messages, Config, and Locks folders from the AccuRoute
Server to the database server:

Log in to the AccuRoute Server using the Omtool service account.
Go to ..\OMTOOL\OMTOOLSERVER.

Open \CONFIG on the AccuRoute Server and copy all the files, and paste them to \CONFIG on the
database server.

Repeat the copy and paste for \MESSAGES and \LOCKS folders. (These folders might not contain
files.)

Continue to the next procedure and modify the logicals on the AccuRoute Server that define the locations of these

folders.

Redefining logicals on the AccuRoute Server

w

VO 0O N O U1 b

To redefine the logicals on the AccuRoute Server that represent the Messages, Config,
and Locks folders:

Stop all Omtool services (Om*) on the AccuRoute Server.

Run REGEDIT.

Go to:

HKEY_LOCAL_MACHINE\SOFTWARE\OMTOOL\GENIFAX\CURRENT VERSION\LOGICALS.

Edit MESSAGES and MESSAGES_UNC by specifying the path to \MESSAGES on the database server.
Edit CONFIG by specifying the path to \CONFIG on the database server.

Edit LOCKS by specifying the path to \LOCKS on the database server.

Edit LANGUAGES by specifying the path to \LANGUAGES on the database server.

Close the Registry Editor.

Restart all Omtool services (Om¥*).
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Now that the active server setup is complete, verify that you can send and receive messages. Use the same send and
receive methods that are being deployed to users. For example, if users send messages using AccuRoute Desktop,
install an instance of AccuRoute Desktop and verify that a user can send messages and that the AccuRoute Server
delivers them correctly. Then set up the passive server.

Note It is very important that Accuroute Views folder should be on a system that is always available such as the Database server

Setting up the Passive Server

To set up the passive server, follow the setup procedures for the active server with these
special instructions:

| Installing the AccuRoute Server (A-5)

Important The passive server setup creates a database, but the AccuRoute Server cluster does not utilize this database. Both AccuRoute
Servers in the cluster share the database that was created on the database server when the active server was set up. The
database server should not be used to setup database for the passive server.

The server configuration wizard starts after AccuRoute Server installation is complete.

2 Exit the server configuration wizard and select NO when prompted to run the wizard again when
Omtool Server Administrator starts.

Note Both AccuRoute Servers in the cluster are configured to use the configuration settings that already exist on the database server.

3 Create a local Composer following the instructions below:

a Click START > ALL PROGRAMS > OMTOOL > OMTOOL SERVER ADMINISTRATOR to open the
Omtool Server Administrator.

b In the console tree, click COMPONENTS.
Double click COMPOSE in the details pane to open the Compose Properties page.

d Click COMPOSERS to open the Composers page.
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e Click ADD, enter 1localhost in the Server Address field.

Propetrties for Compose ﬂ

General I Conversions I Document Spliting I

Compression I OCR I Engines Campasers Journal

Enabled | Server Address | Diescription | Aidd |

A e —
Add Composer Package . J

P! i _I
Server Address: ||0C=€'|hﬂSt J

Licenze key: |

)8 I Cancel

[k I Cancel | Help |

f Click OK and then OK again to save your changes.

g Close the Omtool Server Administrator.

Enabling Failover

To enable failover, set up an AccuRoute Server cluster.

To set up an AccuRoute Server cluster:

| Click START > ALL PROGRAMS > OMTOOL > OMTOOL SERVER ADMINISTRATOR to open the
Omtool Server Administrator.

2 In the console tree, select and right click the passive AccuRoute Server and select PROPERTIES.

Note You must select the passive AccuRoute Server in the cluster because the passive server is in a standby state when the active

server is available.
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3 Click Cluster and then click SET UP CLUSTER.
The Set Up Cluster page opens.
x|

r X Before completing this process make sure you have followed the cluster
- recommendations outlined in the online help.

Specify the zerver ta join with

Mame: ||

Specify the credentialz to uge for the Cluster Manager Service

Domain: I
User: I
Password: I
Lonfirmm: I
Finish | Cancel
4 Under the Specify the server to join with section, enter the name of the preferred server in the
NAME text box,.
5 Under the Specify the credentials to use for the Cluster Manager Service section, enter the
logon credentials for the Omtool service account.
6 Click FINISH.
The Omtool Server Administrator connects to the preferred server and creates the cluster.
7 Click OK to save the changes to the server properties.
8 Restart the active server and verify that the Omtool Cluster Manager process (OMSvrClusterMgr)
and the connector processes (OmCon*) are running.
9 Restart the passive server and verify that the Omtool Cluster Manager process (OMSvrClusterMgr) is
running.

Testing the Failover Configuration

To test the failover configuration, simulate a localized system failure on the active server.

To simulate a localized system failure on the active server:

| Simulate a failure: Shut down the active server. Wait approximately five minutes, and then verify
that the Omtool Cluster Manager process (OMSvrClusterMgr) and the connector processes
(OmCon*) are running on the other server, which is now the active server.

2 Restore the failed server: Start the server that was shut down and wait for it to boot up.

Wait approximately five minutes, and then verify that the Omtool Cluster Manager process
(OMSvrClusterMgr) and the connector processes (OmCon*) are running.
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Disabling SMB2 on Windows 2008 AccuRoute
Server Cluster

When using a remote Windows 2008 system, Omtool recommends that you disable SMB2 on the AccuRoute Server
systems.

Note This is a required configuration recommended for AccuRoute Cluster.

If you do not disable SMB2, you will notice that on sending any file after changing the "Config", "Messages" and "Locks"
folder path to point to the remote Windows 2008 system, composing a document fails and shows the following error:

Compose error: Failed to save the Final form attachment

To disable SMB2 on the AccuRoute Server systems:
| Open a command prompt on the primary Windows 2008 AccuRoute Server system.
2 Run "regedit" and then expand and locate the sub tree as follows.
HKLM\SYSTEM\CURRENTCONTROLSET\SERVICES\LANMANSERVER\PARAMETERS
3 Add a new REG_DWORD key with the name of SMB2 and configure as shown below:
VALUE NAME: Smb2
VALUE TYPE: REG_DWORD
where 0 = disabled and |= enabled
4 Set the value to 0 to disable SMB 2.0.
If you need to re-enable SMB 2.0, you can set the value to 1.
Close all open dialogs and reboot the server.

6 Follow the same procedure in steps | to 6 and disable SMB2 on the secondary Windows 2008
AccuRoute Server system.
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Appendix B: Setting up a CA certificate
using Microsoft Certificate Services and
enabling SSL

Requirements for setting up a CA certificate (B-1)

Installing the Certificate Services component (B-1)

Creating a CA certificate request (B-5)

Requesting the CA certificate (B-9)

Installing the CA certificate on the Default Web Site (B-12)
Enabling SSL on the Default Web Site (B-15)

Requirements for setting up a CA certificate

The following requirements must be met when setting up a CA certificate:

a web server that meets the requirements for AccuRoute Intelligent Device Client. For instructions on
installing AccuRoute Intelligent Device Client, see Installing AccuRoute Intelligent Device Client on a

remote system (14-9)

a Windows user account that belongs to Domain Administrators group

) Windows installation CD

Installing the Certificate Services component

These instructions are specific to Windows 2003.

Important This Windows Components Wizard temporarily stops IIS. Plan the installation accordingly.

To install the Certificate Services component:

| Go to Control Panel and start ADD OR REMOVE PROGRAMS.
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REET

Currently installed programs: [T Show updates Sort by: |Name -

) Adobe Reader 7.0

& Hypersnap-Dit 5 Size 5.42ME

4§ Livelpdate 2.0 {Symantec Corporation) Size 7.79MB
ﬁl Microsoft NET Framework 2.0 Size: 88.30MB
35! Microsoft Exchange Size 17.71MB
9 Microsoft Office Professional Edition 2003 Size: 272.00MB

2 Click ADD/REMOVE WINDOWS COMPONENTS.

The Windows Components Wizard starts.

Windows Components Wizard

‘Windows Components
‘f'ou can add or remove components of 'Windows.

To add or remove & component, click the checkbox. A shaded box means that only
part of the companent will be installed. To ses what's included in a component, click
Dretails.

Companents:

334 MB

ﬁApphcatinn Server
[ [88 Certificate Services 1.4HMB
O E-mail Services 1.1ME
[7] 4 Fa Servines 7 AMR d

Description:  Includes Windows Accessories and Utilities for your computer.

Total disk space required: 3.0MB
Space avalable on disk: 405.6 MB

< Back I Mext » I Cancel I Help |

3 Select CERTIFICATE SERVICES. A message box opens.

icrosoft Certificate Services x|

' After installing Certificate Services, the machine name and domain membership may not be changed due to the binding of the machine name ko CA
information stored in the Active Directory. Changing the machine name or domain membership waould invalidate the certificates issued From the CA,
Please ensure the proper machine name and domain membership are configured before instaling Certificate Services, Do you want ko continue?

4 Read the message and click YES.

Windows Components Wizard

‘Windows Components
You can add or remove components of Windows.

To add or remove & component, click the checkbax, 4 shaded box means that anly
part of the component will be installed. To see what's included in a component, click
Details.

Components:

coessaries and Ulilities 49MB =
eApphcation Server

ifi
[ 38 E-mall Services 1.1MB
[ & Fa Servines 7amn =

Description:  Installs a certification authority [C4)] to issue certificates for uze with
public key security programs.

Tolal disk space required. 4.7 MB ails
Space available on disk: 405.6 MB —

¢ Back I Hest» I Cancel | Help |

5 Click NEXT. The CA Type window shows the CA options.
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Windows Components Wizard

CA Type
Select the type of CA you want to set up.

" Entegprize subordinats C&
" Stand-alone roat CA
" Stand-alone subordinate Ca.

Description of C& wpe
’VThe mozt trusted C& in an enterprise. Should be installed before any other CA.

™ Use custom settings to generate the key pair and C4 certificate

< Back I Mext » I Cancel I Help |

6 Verify ENTERPRISE ROOT CA is selected and click NEXT. The CA ldentifying Information page
shows details about the CA.

Windows Components Wizard

CA Identifying Information
Enter information ta identify this CA,

Common name for this Ca:

Distinguished name suffix:
DC=litania,D C=cmtool DC=com

Previev of distinguished name:
CH=,0C=titania,0 C=omtool DC=com

Walidity period: Expiration date:

5 ‘rears vl 12/6/2011 4:39 PM

< Back I Hext > I Cancel I Help |

7 In the COMMON NAME FOR THIS CA text box, enter a common name for the CA and click NEXT.
The Certificate Database Settings page shows default locations for the certificate database and
certificate database log.

Windows Components Wizard

Certificate Database Settings
Enter locations for the certificate database, database log, and configuration
information,

LCerlificate database;

Browse...
Centificate database log:
IE SWIND OWShsystem32iCerlog Browse...

™ Store configuration infarmation in a shared folder
Shared folder:

I Browse,

™| Freserve evisting certfficate database

¢ Back I Hest » I Cancel | Help |

8 Click NEXT. A message indicates that the installation stops IS temporarily.
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Microsoft Certificate Services x|

L To complete the installation, Certificate Services must temporarity skop the Internet Information Services, Do you want to stop the service now?
LY

Mo

9 Click YES. A message indicates that the Windows CD or network access to the setup files is required.

insertpisk B

e Please insert the Compact Dise labeled "windows
] Server 2003, Standard Edition CD-ROM' into yaur

CD-ROM drive [D:] and then click OK. Cancel

You can also click DK if you want filles to be copied
from an altemate location, such as a floppy disk or a
network server.

him
—~

10 Click OK and locate the files that are required to complete the installation.
11 Click OK again.

The Windows Components Wizard displays a message indicating that the component is installed
successfully.

Microsoft Certificate Services x|

) Active Server Pages (ASPs) must be enabled in Internet Information Services (115} in order to allow Certificate
U Services ko provide web enrollment services, Enabling ASPs is a patential security risk and must be carefully
evaluated. ¥ou can enable ASPs later F you choose not to do it naw. 115 must be manually reconfigured later to
enable this Functionality.,
Do you want to enable Active Server Pages now?

Yes

12 Click YES on the message. The Installation Completed page opens.

Windows Components Wizard |

Completing the Windows
Components Wizard

You have successfully completed the 'windows [%
Components Wizard.

To cloge this wizard, click Finish.

< Back

Help

13 Click FINISH.

Certificate Services is now installed.
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Creating a CA certificate request

To request a CA certificate:

| Start IS and locate the Default Web Site in the console tree.
W Internet Information Services {115} Manager =18 x|
ﬁ File Action Yiew ‘Window Help | - ﬂlﬂ
& - 2|2 mu
?.! Internet Information Services hame | Path | Status
-0 LANGETON (Jocal computer) v.L' CertSry CHWINDOWS system3ZiCertSry
_J FTR Sites @ CertControl CHWINDOWS)systemaziCertsrviCe. .
—J Applcation Pools @ CertErral CAWINDOWS)system32|CertSiviCe. ..
_J tieb Sites _ | aspnet_client
iisstart, htm
_ | Web Service Extensions
| pagerror.gif
Default SMTR Yirtual Server
i3z Default NNTR Virtual Server

2 Right-click DEFAULT WEB SITE and select PROPERTIES.
Directory Security I HTTP Headers I Custom Errars | ASP.MET |
‘Web Site I Performance I ISAPI Filkers I Harne Directory | Documents

i~ Wweb site identification

Description:

1P address: I (Al Unassigned) j Advanced. .,
TCP port: a0 S5L port: I
[ Connections

Connection timeout: 120 seconds

¥ Enable HTTP Keep-Alives

—I¥ Enable lngging

Active log Format;

IWSC Extended Log File Format j Properties...

[o]:4 I Cancel I Apply Help

3 Click DIRECTORY SECURITY.
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Default Web Site Properties x|

website | Performance | 15API Filkers | Home: Directory | Docurments |
Diectory Securty | HTTPHeaders |  CustomErors | ASP.NET

[~ Authentication and access control

authentication methods For this resource.

! ; Enable anonymous access and edit the

[~ IP address and domain name restrictions

@ Grank of deny access ta this resource using

IP addresses or Internet domain names.
Edit...

[ Secure communications
Require secure communications and i
enable client certificates when this Server Certificate. ..
resoUrce s accessed, .
iew Certificate.. . |
Edit...

[o]4 | Cancel | Apnly | Help |

4 In the Secure communications section, click SERVER CERTIFICATE. The certificate wizard opens
and shows a welcome message.

Welcome to the Web Server Certificate Wizard. x|
Welcome to the Web Server
Certificate Wizard

Thiz wizard helps you create and administer server
certificates used in secure Web communications
between pour zerver and a client.

Status of your Web Server,

“ourweh Sereer dossn't have a certificate installed
and vou don't have any pending requests.
Certificate Wizard will help you to create a new
cetificate for this \Web Server o attach to an
existing cerificate,

To continue, click Next

< Back

Cancel |

5 Click NEXT. The Server Certificate page opens.

Server Cerlificate
These are the methads for assigning a certificate to a‘web site.

Select the method you want ta use for this web site:

@ iCreate a new certificate |

© Assign an existing certificate

™ Impart a certificate from a key Manager backup file.
 Import a certificate from a pfx file

" Copy or Move a certificate from a remote server site to this site.

< Back I Mext > I Cancel |

6 Verify that CREATE A NEW CERTIFICATE option is selected and click NEXT. The Delayed or
Immediate Request page opens.
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7 Verify that the PREPARE THE REQUEST NOW, BUT SEND IT LATER option is selected.

115 Ce
Delayed or Immediate Request
‘Y'ou can prepare a request to be sent later, or you can send one
immediately.

Do you want to prepare a certificate request to be sent later, or do you want to send it
immediately to an online certification authority?

¢ Prepars the request novw, but send it latet

€ Send the request immediately ta & online certificzation autharity

< Back I Mext > I Cancel |

8 Click NEXT. The Name and Security Settings page opens.

X

115 Cel
Mame and Security Settings
Your new certificate must have a name and a specific bit length.

Type aname for the new certificate. The name should be easy for vou to refer to and
remember.

i}

The bit length of the encryption key determines the cerlificale's encryption strength.
The greater the bit length, the stronger the security. Howewver, a greater bit length may
decrease performance.

Bit lenath: 1024 -

[~ Select cryptographic service provider [CSP) for this certificate

< Back I Next > I Cancel |

9 Enter a friendly name for the certificate and click NEXT. The Organization Information page
opens.

Organization Information
Your certificate must include infarmation about wour arganization that
distinguishes it from other organizations.

Select or lype your organization's name and your arganizational unit. This is typically the
legal name of your organization and the name of your division or department.

For further information, consult certification authority's \Web site
Organization:
| =

Organizational unit:

| =]

< Back I st > | Cancel |

10 Enter the organization name and organizational unit name and click NEXT. The Your Site’s
Common Name page opens.
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115 Certificate Wizard

Your Site's Common Name
YYour Web site's comman name is itz fully qualified domain name.

Type the common name For pour site. IF the server is on the Intemnet, use a valid DNS
hame. |f the server iz on the intranet, pou may prefer to uze the computer's NetBI0S
name.

It the cammon name changes, you will need to ablain a new certificate.

LComman name:

< Back I Nexst > I Cancel |

11 Enter the common name of the web site and click NEXT. The Geographical Information page
opens.

1IS Certificate Wizard

Geographical Information
The certification authority requires the following geogiaphical information.

Country/Region:

State/province:

| =
CityAocality:

| =]

State/province and City/locality must be complete, official names and map not contain
abbreviations

< Back I Mewt > | Cancel |

12 Select the country/region, and enter the state/province, and city/locality information, and click NEXT.
The Certificate Request File Name page opens.

115 Certificate Wizard
Certificate Request File Name

YYour certificate request iz saved az a text file with the file name you
zpeciiy.

Enter a file name for the: certificate request.

Eile name:

Browse...

< Back I Nexst > I Cancel |

13 Change the location and file name for the certificate request if necessary, and then click NEXT. The
Request File Summary page opens.
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115 Certificate Wizard

Regquest File Summary
You have chosen to generate a request file,

To generate the following request, click Mext,
File name:  c:hcertreq kst

Your request containg the follawing infarmation:

|ssued To langston

Friendly Mame Default Web Site
Countre/Region us

State # Province: A

City Andover

Organization Omtool

Organizational Uit Titania

< Back Cancel |
14 Review the request details and click NEXT. The CA certificate request is created. When the creation

process is complete, the following page opens.

115 Certificate Wizard x|
Completing the Web Server
Certificate Wizard

You have successfully completed the Web Server rs
Certificate wizard, A certificate request was created and
saved to the file:

o heertreq. bt
Send or e-mail this file to your certification autharity,

which will send you a respanse file containing your new
certificate. ;I

To close this wizard, click Finish.

TR

< Back Cancel

15 Click FINISH.
16 Click OK to close the Default Web Site Properties page.

The certificate request is saved to a file.

Requesting the CA certificate

To request the CA certificate:
| Start the browser and go to http:// [web server] /certsrv.

» If prompted to enter user credentials to access this site, enter the username and password of an
account that belongs to the Domain Administrators group on the web server.

» If Internet Explorer displays a message indicating that this site is not trusted, add the site to the list
of trusted sites and continue.
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a Microsoft Certificate Services - Microsoft Internet Explorer

=10l x|
Eile Edt Wiew Favortes Tools Help | :.'
Q@Bak ~ €3 - ¢ (2] .\Jl ) search - Favorites {‘t‘ 1~ s ] - [ R
Address I@ http:flangston/certsry

I Be ‘Links =

Microsoft

Welcome

lUse this WWeb site to request a certificate for your Web browser, s-mail client, or other program. By using a
certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upon the type of certificate you request, perform other security tasks

“fou can also use this Web site to download a certificate authority (CA) certificate, certificate chain, ar
certificate revocation list (CRL), or to view the status of a pending request

For more information about Certificate Services, see Cetificate Services Documentation

Select a task:
Request a certificate
Yiew the status of a pending cerfificate reguest
Download a CA certificate, certificate chain, or CRL

=
[&]ore [T [@muedsies
2 Click REQUEST A CERTIFICATE.

/3 Microsoft Certificate Services - Microsoft Internet Explorer 100 x|
File Edit Wew Favorites Toos Help

‘ [

@oack - ) - [ (2] (n| SO ssarch o Favortes @ | (0r o w] ~ [ &

Address I@ http:/flangstonjcertsryfcertrqus. asp

He |Lmks =
=

Microsodft

Request a Certificate

Select the certificate type:
User Cerfificate

Cr, submit an advanced certificate request.

|
[&] Done [ [ @ rusted siees 4

3 Click ADVANCED CERTIFICATE REQUEST.

 Microsoft Certificate Services - Microsoft Internet Explorer =]
File Edit Yew Favortes Tools  Help

| o

QBack » ) - [ @] (8| O search rFavortes | (1~ fh ] - [) &

Address I@ http:/flangston/certsrvfcertrgad. asp

B |Lir|ks B

Microsoft Cer

Advanced Certificate Request

The policy of the CA determines the types of cerificates you can request. Click one of the following options to
Create and submit a request ta this CA.

Submit a certificate request by using a base-64-encoded CMC or PRCS #10 file, or submit a renewal
request by using a base-64-encoded PKCS #7 file

Request a certificate for a smart card on behalf of another user by using the smart card cerificate
enrollment station.

Mote: You must have an enrollment agent certificate to submit a request on behalf of another user.

H
] [T T T [@mstedstes

4 Click SUBMIT A CERTIFICATE REQUEST BY USING A BASE 64-ENCODED CMC oR PKCS #10

FILE, OR SUBMIT A RENEWAL REQUEST BY USING A BASE 64-ENCODED PKCS #7 FILE.
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a Microsoft Certificate Services - Microsoft Internet Explorer

=10l x|
Fle Edt ‘iew Favortes Tooks  Help ‘ "
Qeack - &) - [ 2 ‘ - search - Favorites (‘\l - i (W] - o
Address I@j http:jflangston/certsry certrqxt. asp ﬂ Go ‘L'”kS >

Microsoit

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CWMC or PKCS #10 certificate request or

PKCS #7 renewal request generated by an external source (such as a Web server) in the Saved Request
b

Saved Request:

|
Base-B4-encoded
cettificate request
(CMC or

PKCS#0 or
PKCS #7) h
4 3
Browse for a fils to insert

Certificate Template:
I Wveb Server j

Additional Attributes:

=
Attributes: =
ributes: | '_|

=
I

[€] pone:

Complete the Certificate Request form using the instructions below:
a Click BROWSE FOR A FILE TO INSERT and select the file containing the certificate request.

If Internet Explorer displays a warning that the security settings prevent the page from accessing the
request file, go to the file, select and copy the content, and paste it into the SAVED REQUEST field.

In the Certificate Template menu, select WEB SERVER from the drop down menu options.
c Click SUBMIT. The Certificate Issued page opens.

a Microsoft Certificate Services - Microsoft Internet Explorer

=10j x|
‘ e

File Edit Wew Favorites Tools Help
QBack - ) - ¢ & = ‘ ) Search 77 Favorites 2 ‘ - - ol
Address Iﬂj http:/flangstonjcertsreicertfnsh, asp j Go |L\nks >

Microsodft C

Certificate Issued

The certificate you requested was issued to you

©DER encoded or & Base 64 encaded

Download certificate
=== Download certificate chain

[ |
@ Dane | | v

[ [@ Trusted siees

6 Select BASE 64 ENCODED and click DOWNLOAD CERTIFICATE. You are prompted to open or save

the file.
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8

File Download - Security Warning
Do you want to open or save this file?

Name: certnew.cer

Type: Security Certificate, 1.54 KB
From: langston
Dpen

Save

| " Cancel I

While files fram the Internet can be useful, this file type can
patentially harm your computer. If you do not trust the source, do ot
open or save thiz software. Whal's the risk?

©

Download complete — = x|

Download Complete

Saved:
certnew, cer from langston

Downloade
Download to:
Transfer rate:

1.54 KB in 1 sec

C:\Dacuments and Settin. .. \certnew, cer
1.54 KBfSec

[~ Close this dialog bor when download completes

Open

Open Folder | Cloze I

Click CLOSE.

Close the browser.

Click SAVE, and save the file to your computer.

AccuRoute Server Installation and Integration Guide

Installing the CA certificate on the Default VWeb Site

2

To install the CA certificate on the Default Web Site:

Start IIS and go to the Default Web Site in the console tree.

B Internet Information Services (115) Manager =10l x|
'f_‘g File  Action Wiew Window Help |_|_|- < ZI
= | OEXFHE R[22 =
?.! Internet Information Services arne | Path | Status
50 LANGSTON (Jacal computer) B Certsiy CAWINDOWS|system32iCert S
_J FTP Sites 4 CertContral CAWINDOWSsystem32)CertSrviCe. .
_J Applcation Pools @ ertEnral CAWINDOWSisystem32iCertSrvice. ..
e e Sites _) aspnet_client
B8 gt ault Web it | itsstart.him
_J web Service Extensions y
N | pagerrar.qf
e Default SMTP Yirtual Server
1855 Default NNTR Yirtual Server

Right-click DEFAULT WEB SITE and select PROPERTIES.
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Default Web Site Properties x|

Direckory Security | HTTP Headets | Custom Errors | ASP.NET |
reb Site I Performance I 1S4PI Filkers I Hore Directory | Documents

i~ Web site identification

Description:

IF address: | (Al Unassigned) j Advanced. ..
TCP port: 80 S5L port: I

[ Connections

Zopnection timeout: 120 seconds

¥ Enable HTTF Keep-alives

—I¥ Enable Iogging

Active log Format:

|W3c Extended Log File Format j Properties...

[o]4 I Cancel | Apnly | Help

3 Go to the DIRECTORY SECURITY tab.
‘Web Site | Performance I 1SAPI Filters I Home Directary | Documents |
Diectory Securty | HTTRHeaders |  CustomErors |  ASP.NET

i~ Authentication and access control

Enable anonymous access and edit the
w authentication methods For this resource.

[~ IP address and domain name restrictions

@ Grant of deny access ta this resource using

IP addresses of Internet domain names.
Edit...

[ Secure communications
Require secure communications and i
enable client certificates when this Server Certificate. .,
resource is accessed. =
Wiew Certificate:, . |
Edit...

[o]4 | Cancel | Apnly | Help |

4 Go to Secure communications and click SERVER CERTIFICATE. The certificate wizard displays a
welcome message.

Welcome to the Web Server Certificate Wizard, x|
Welcome to the Web Server
Certificate Wizard

This wizard helps vou create and administer server
certificates used in secure Web communications
between pour server and a client.

Statuz of your Web Server,

“Your web Server doesn't have a certificate installed
and you don't have any pending requests.
Certificate "Wizard will help you to create a new
certificate for this Web Server or attach ta an
exigting certificate.

To continue, click Nest.

Cancel

5 Click NEXT.
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B-14

AccuRoute Server Installation and Integration Guide

Appendix B: Setting up a CA certificate using Microsoft Certificate Services and enabling SSL

6

7

115 Cer! ke Wizard
Pending Certificate Request

A pending certificate request iz a request ta which the certification
autharity hag not yet responded.

A certificate request is pending. What would you like to da?

% Process the pending request and install the certificate

" Delete the pending request

< Back I Nexst > I Cancel |

Verify that PROCESS THE PENDING REQUEST AND INSTALL THE CERTIFICATE is selected and click

NEXT.

1IS Cer! te Wizard

Process a Pending Request
Procesz a pending certificate request by retrieving the file that containg
the certification autharity's response.

Enter the path and file name of the file containing the certification autharity's responze.

Browse..

Path and file name:

-

< Back Mext > Cancel |

Verify that the field contains the path to the file containing the response to the certificate request and

click NEXT.

1IS Cer! te Wizard

S5L Port
Specify the SSL port for this web site.

S5L part thiz web site should use:

s

< Back Mext > Cancel |

Accept the default value (unless a different SSL port is required), and click NEXT.
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Enabling SSL on the Default Web Site

You must enable SSL (Secure Sockets Layer) on the Default Web Site so that messages and requests can be submitted

Appendix B: Setting up a CA certificate using Microsoft Certificate Services and enabling SSL

115 Certificate Wizard

Certificate Summary
You have chosen toinstall a cerificate from a response file

To install the following certificate, click Next
File nhame: C:A\Documents and Settings'&dministrator. TITAM. . \certnew, cer

Certificate detaik:

|ssued To langston

|ssued By langston.itania.omtool. com
Erpiration Date 12/5/2008

Intended Purpose Server Authentication
Friendly Name Diefault 'Web Site
Country/Region

State / Province A

City Andover

Organization Ormtoal

Organizational Uit titania

< Back Cancel

Review the details and click NEXT. The certificate wizard displays a message indicating that the

certificate is installed.

115 Certificate Wizard

Completing the Web Server
Certificate Wizard

You have successfully completed the Web Server
Certificate wizard

A certificate is now installed on this server.

If you need to renew, 1eplace, or delete the cerlificate in the
future, pou can use the wizard again,

To close this wizard, click Finish.

x|

< Back Cancel

Click FINISH.

Click OK to close the Default Web Site Properties dialog box.

securely to AccuRoute Intelligent Device Client.

To enable SSL on the Default Web Site:

Click START > ADMINISTRATIVE TOOLS > INTERNET INFORMATION SERVICES (I1S) MANAGER.
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2

3

In the console tree, go to Default Web Site.

t Internet Information Services {IIS) Manager =lo] x|
€9 Ble Action View Window Help |;|i|ﬂ
E = XE QB2 [2]r moa
?.g Inkernet Information Services Mame | Path | Status
B0 LANGSTON (local computer) —‘,;i' Certsry CrWINDOWS system32|Cert Sty
_J FTP Sites @ ertControl CHWINDOWSisystem32 CartsriCe. .
_J Application Pools g CertEnral CWINDOWSsystem32 CertSrviCe. .
_J ieb Sites ) aspret_cliert
| fisstart.htm
| pagerror.gif
Default SMTP virtual Server Ipsg 9
&5 Defaul NNTR Yirtual Server

Default Web Site Properties e |
Directory Security I HTTP Headers I Custom Errors | ASP.MET |

‘eh Site I Performnance I 15API Filkers I Home: Directory | Documents

[~ Web site identification

Description:

IP address:

| (Al Unassigned)

TCP port: &0

j Advanced...

S5L port: I
[~ Connections

Zopnection timeout: 120 seconds

¥ Enable HTTP Keep-dlives

¥ Enable logging

Active log Format;
|W3C Extended Log File Format

j Propetties...

o]

Cance| I Apply Help

Click DIRECTORY SECURITY.

I~ Authentication and access control

authentication methods For this resource.

l ; Enable anonymous access and edit the

[~ IP address and domain name restrictions

@ Grank or deny access to this resource using

IP addresses or Internet domain names.
Edit...

[~ Secure communications

REQLIII’E secure communications and
enable client certificates when this
resource is accessed,

Server Certificate...
Wiew Certificate. .. |
Edit...

Default Web Site Properties ﬂi‘
‘Web Site | Performance I ISAPI Filters I Home Directory | Documents |
Direckory Security HTTF Headers I Custom Errars | ASP.NET

a1 | Zancel I Apply I Help

Right-click DEFAULT WEB SITE and select PROPERTIES. The Default Web Site Properties page
opens.

In the Secure communications section, click EDIT. The Secure Communications page opens.
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5|

T Require secure channel (551

™| Require 128-bit enceyption

rclient certificates
{* Ignore client certificates
" accept client certficates
= Requite client: certificates

™ Enable client certificate mapping

lient certificates can be mapped to Windows user

accounts. This allows sccess control to resources using .
client certificates. Edit.

I Enable certificate krust list

Current ETL: I j

[V, v Edt... |
[s]4 I Cancel | Help I

Select REQUIRE SECURE CHANNEL (SSL) and REQUIRE 128-BIT ENCRYPTION.
8 Click OK.

Click APPLY to apply the changes to the Default Web Site.
10 Click OK again to close the Default Web Site Properties page.
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